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Abstract

With the increasing significance of information technology, there is an urgent need for ad-
equate measures of information security. Systematic information security management
is one of most important initiatives for IT management. At least since reports about pri-
vacy and security breaches, fraudulent accounting practices, and attacks on IT systems ap-
peared in public, organizations have recognized their responsibilities to safeguard physi-
cal and information assets. Security standards can be used as guideline or framework to
develop and maintain an adequate information security management system (ISMS). The
standards ISO/IEC 27000, 27001 and 27002 are international standards that are receiving
growing recognition and adoption. They are referred to as “common language of organiza-
tions around the world” for information security. With ISO/IEC 27001 companies can have
their ISMS certified by a third-party organization and thus show their customers evidence
of their security measures.
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ABSTRACT 

With the increasing significance of information technology, there is an urgent need for adequate measures of informa- 
tion security. Systematic information security management is one of most important initiatives for IT management. At 
least since reports about privacy and security breaches, fraudulent accounting practices, and attacks on IT systems ap- 
peared in public, organizations have recognized their responsibilities to safeguard physical and information assets. Se- 
curity standards can be used as guideline or framework to develop and maintain an adequate information security man- 
agement system (ISMS). The standards ISO/IEC 27000, 27001 and 27002 are international standards that are receiving 
growing recognition and adoption. They are referred to as “common language of organizations around the world” for 
information security [1]. With ISO/IEC 27001 companies can have their ISMS certified by a third-party organization 
and thus show their customers evidence of their security measures. 
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1. Introduction 

Information and information systems are an important 
foundation for companies. In particular more and more 
internal and inter-company data transfer and utilization 
of open networks increase the risks that information and 
information systems are exposed to. In order to reduce 
risks and avoid damages to companies care must be taken 
to assure adequate information security [2]. For the pro- 
tection of the information and information systems the 
standards ISO 27000, ISO 27001 and ISO 27002 provide 
control objectives, specific controls, requirements and 
guidelines, with which the company can achieve ade- 
quate information security. In doing so ISO 27001 en- 
ables the company to be certified against the standard, 
whereby information security can be documented as be- 
ing rigorously applied and managed in accordance with 
an internationally recognized organizational standard. 

With a certification against ISO 27001 a company 
verifies the fulfillment of well-known and accepted secu- 
rity standards and thus promotes customers’ trust. Like- 
wise a verification of compliance with an international 
standard reduces the risk of fines or compensation pay- 
ments as a result of legal disputes, since legal require- 
ments such as provisioning according to “state-of-the- 

art” and with “due care and diligence” can be countered 
with standards compliance [3]. We present the ISO 
27000 to ISO 27002 standards, their development and 
actual dissemination, and the ISO 27 K family of stan- 
dards. 

2. International Standards 

Standards arise through the development of detailed de- 
scriptions of particular characteristics of a product or 
service by experts from companies and scientific institu- 
tions. They represent a consensus on characteristics such 
as quality, security and reliability that should remain ap- 
plicable for an extended period of time and thus are 
documented and published. The objective of the devel- 
opment of standards is to support both individuals and 
companies when procuring products and services. Pro- 
viders of products and services can boost their reputation 
by having certified their compliance with standards. 

ISO is an organization founded in 1946 and supported 
by 159 countries; ISO is the leading issuing body for 
international standards. The standards ISO 27000 to ISO 
27002 were developed in cooperation with the “Interna- 
tional Electrotechnical Commission” (IEC), which is a 
leading global issuer of international standards in the 
lectronics and electronic-related technologies sector. e 
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Figure 1. Development of standards ISO 27000, ISO 27001, and ISO 27002. 
 

3. Development and Dissemination of ISO 
27000 to ISO 27002 Standards 

3.1. Development of Standards 

The existence of the ISO 27000 to ISO 27002 standards 
can be traced back to 1993 (Figure 1), whereby a British 
professional association, the National Computing Centre 
(NCC), published a document titled “PD 0003 A Code of 
Practice for Information Security Management”. The 
British Standards Institute (BSI) adopted this and issued 
“BS 7799-1 IT—Security techniques—Code of practice 
for information security management” as national stan- 
dard in 1995. 

The complementary part “BS 7799-2 Information se- 
curity management systems—Specification with guid- 
ance for use” enables companies to certificate their proc- 
esses. ISO harmonized this standard with others like ISO 
9001 and developed the ISO 27001 in October 2005. 
Since then, companies can certify their processes ac- 
cording to this international standard.  

ISO 27001 formed the foundation for the ISO 27 K 
family of standards, which encompass various standards 
for information security. In 2007 the old ISO 17799 
standard was assigned to the ISO 27 K family as ISO 
27002. In 2009 ISO 27000 was issued to provide an 
overview, introduction and explanation of terminology 
with the title “IT—Security techniques—Information se- 
curity management systems—Overview and Vocabu- 
lary”. 

3.2. Current Dissemination of ISO 27001 
Certification 

At the end of year 2010 worldwide 15.625 certificates 
according to ISO 27001 are valid [4], more recent and 
reliable information do not exist. Figure 2 shows the 
development from 2006 to 2010 and the large increase in 

the dissemination. With the high number of certificates in 
2006 it should be noted that organizations that held cer- 
tificates according to prior standards were able to convert 
these to ISO 27001 in a simplified process. 

All our figures show the number of certificates ac- 
cording to ISO 27001, not the number of certified or- 
ganizations. The number of organizations holding cer- 
tificates cannot be given, because some organizations do 
have several certificates, e.g. for several sites or groups, 
other organizations do have one certificates for several 
sites. 

The distribution of the certificates issued per region is 
shown in Figure 3. Alone 6.264 certificates were regis- 
tered in Japan caused by local national legislations in 
Japan that often require the submission of proof or veri- 
fication of security management conformance with stan- 
dards. Furthermore, the surprisingly high number of cer- 
tificates in Asia aside from Japan can be explained in 
part as follows: One objective of companies in Europe 
and North America is cost reduction through outsourcing 
of IT services. IT providers in Asia strive to achieve this 
objective primarily through the utilization of lower per- 
sonnel costs. However, these providers are largely un- 
known in Europe and North America and have neither 
image nor reputation. Managers who are heading to out- 
source some of their IT activities need confidence in the 
reliability and professionalism of Asian IT providers. 
Normally they try to secure this by detailed and costly 
contracts and agreements, verifications, assessments, and 
reviews [5]. 

Independent attestations of the providers can be sup- 
portive and reinforcing. With a certificate according to 
ISO 27001 IT providers can thus document the confor- 
mity of their security processes with a recognized stan- 
dard. The certificate serves as verification from an inde- 
pendent body and provides sureness about appropriate 
security measures; it serves as quality seal increasing the    
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Figure 2. Number of certificates accord. ISO 27001 [4]. 
 

 

Figure 3. Number of certificates accord. ISO 27001 by re-
gions [4]. 
 
competitiveness of an IT provider [6]. 

The low number of 329 certificates registered in North 
America confirms the common assumption that interna- 
tional IT standards do not currently draw much attention 
there [7]. In Europe ISO 27001 has been widely dis- 
seminated, many European countries are in the list given 
in Table 1. The high number of certificates in the UK 
can also be explained by the fact that a British standard 
was the basis for the international ISO 27001 standard 
and so there is a longer tradition of certification accord- 
ing to security standards. 

4. ISO 27000 

The ISO 27000 standard was issued in 2009 to provide 
an overview for the ISO 27 K family of standards and a 
common conceptual foundation [8]. 46 basic information 
security terms are defined and differentiated in the 
“Terms and conditions” section. The meaning of infor- 
mation security and systematic engagement with security  

Table 1. Number of certificates [4]. 

Top Countries in 2010 

Japan 6.264 

India 1.281 

United Kingdom 1.157 

Taipei 1.028 

China 957 

Spain 711 

Czech Republic 529 

Italy 374 

Germany 357 

Romania 350 

 
aspects is derived from the risk for companies whose 
business processes are increasingly dependent on infor- 
mation processing and whose complex and interlinked IT 
infrastructures are vulnerable to failures and disruptions. 
As with other IT standards, the ISO 27 K family of stan- 
dards refer directly to the “Plan-Do-Check-Act” (PDCA 
cycle) cycle—well known from Deming’s classic quality 
management (Figure 4), which emphasizes the necessity 
of process orientation as well as integration of the plan- 
ning of operations and the constant checking of plan- 
ing-compliant implementation [6]. 

In the planning phase for an ISMS the requirements 
for protection of the information and the information 
systems will be defined, risks identified and evaluated, 
and suitable procedures and measures for reducing risks 
developed. These procedures and measures will be im- 
plemented during implementation and operations. The 
reports generated through continuous monitoring of op- 
erations will be used to derive improvements and for 
fu her development of the ISMS. rt     

Copyright © 2013 SciRes.                                                                                   JIS 



G. DISTERER 95

 

 

Figure 4. PDCA cycle in ISO 27000 [9]. 
 

5. ISO 27001 

5.1. Content 

The ISO 27001 standard was published in 2005 under the 
title “Information technology—Security techniques—In- 
formation security management systems—Require- 
ments”. In 42 pages it describes the requirements that an 
ISMS must fulfill in order to achieve certification. As a 
framework, the standard is aimed at companies from all 
sectors and of all sizes. However, there is some doubt 
over the suitability for SMEs [10]. Concrete measures for 
the fulfillment of requirements are not be stipulated by 
the standard but rather must be developed and imple- 
mented on a company-specific basis. Certification re- 
quirements of ISO 27001 are elucidated through the 
elaboration of terms and concepts and supplemented with 
a implementation guideline within ISO 27002. 

The focal point of ISO 27001 is the requirement for 
planning, implementation, operation and continuous mo- 
nitoring and improving of a process-oriented ISMS. The 
approach should be aligned with the PDCA cycle (Fig- 
ure 4). The coverage and scope of an ISMS should be 
defined for planning and implementation. Risks should 
be identified and assessed [8] and control objectives 
should be defined for the information and information 
systems. Suitable measures for protecting operations 
should be derived from these. In annex A of the standard 
a total of 39 control objectives and 134 measures for se- 
curity management are listed and thus expressly stipu- 
lated. The control objectives are listed in Table 2, subdi- 
vided by domains. These are described further and de- 

tailed in the ISO 27002 standard [11]. 
Adequate training should be developed for the imple- 

mentation in order to push though the stipulated proce- 
dures and to establish them, and to generate awareness of 
their necessity [8]. The compliance with the procedures 
must be continuously monitored. The measures should be 
checked and improved in the course of continuous im- 
provement and security risks should be identified and 
assessed in order to continuously increase the effective- 
ness and efficiency of the ISMS [8]. 

Requirements, which are to be applied to the ISMS 
documentation, are described in the standard through the 
stipulation of essential content, necessary documents as 
well as specifications and monitoring structures for 
document management, such as: 
 Change and approvals processes  
 Version control 
 Rules for access rights and access protection 
 Specifications for filing systems [8] 

Responsibilities of top management in all phases of 
the PDCA cycle are listed [8]. They encompass determi- 
nation and implementation of a security policy, the defi- 
nition of roles and responsibilities, the recruitment and 
preparation of necessary personnel and material re- 
sources as well as decisions on risks management. 

The improvement and further development of the 
ISMS is to be implemented continuously, based on the 
security policy, the logging and evaluation of operations, 
the results of testing as well as the results from im- 
provement measures. In addition the improvement and 
further development should be pushed forward through        
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Table 2. ISO 27001 control objectives [8]. 

Domain Control objectives 

Security policy 
To provide management direction and support for information security in accordance with business  
requirements and relevant laws and regulations. 

To manage information security within the organization. 
Organization of  
information security To maintain the security of the organization’s information and information processing facilities  

that are accessed, processed, communicated to, or managed by external parties. 

To achieve and maintain appropriate protection of organizational assets. 
Asset management 

To ensure that information receives an appropriate level of protection. 

To ensure that employees, contractors and third party users understand their responsibilities, and are  
suitable for the roles they are considered for, and to reduce the risk of theft, fraud or misuse of facilities. 
To ensure that all employees, contractors and third party users are aware of information security threats  
and concerns, their responsibilities and liabilities, and are equipped to support organizational security  
policy in the course of their normal work, and to reduce the risk of human error. 

Human resources  
security 

To ensure that employees, contractors and third party users exit an organization or change employment  
in an orderly manner. 

To prevent unauthorized physical access, damage and interference to organization’s premises and information. Physical and  
environmental security To prevent loss, damage, theft or compromise of assets and interruption to the organization’s activities. 

To ensure the correct and secure operation of information processing facilities. 

To implement and maintain the appropriate level of information security and service delivery in line  
with third party service delivery agreements. 

To minimize the risk of systems failures. 

To protect the integrity of software and information. 

To maintain the integrity and availability of information and information processing facilities. 

To ensure the protection of information in networks and the protection of the supporting infrastructure. 

To prevent unauthorized disclosure, modification, removal or destruction of assets, and interruption to  
business activities. 

To maintain security of information and software exchanged within an organization and with external entities. 

To ensure the security of electronic commerce services, and their secure use. 

Communications and  
operations management 

To detect unauthorized information processing activities. 

To control access to information. 

To ensure authorized user access and to prevent unauthorized access to information systems. 

To prevent unauthorized user access, compromise or theft of information and information processing facilities. 

To prevent unauthorized access to networked services. 

To prevent unauthorized access to operating systems. 

To prevent unauthorized access to information held in application systems. 

Access control 

To ensure information security when using mobile computing and teleworking facilities. 

To ensure that security is an integral part of information systems. 

To prevent errors, loss, unauthorized modification or misuse of information in applications. 

To protect the confidentiality, authenticity or integrity of information by cryptographic means. 

To ensure the security of system files. 

To maintain the security of application system software and information. 

Information systems  
acquisition, development 
and maintenance 

To reduce risks resulting from exploitation of published technical vulnerabilities. 

To ensure information security events and weaknesses associated with information systems are  
communicated in a manner allowing timely corrective action to be taken. Information security  

incident management 
To ensure a consistent and effective approach is applied to the management of information security incidents. 

Business continuity  
management 

To counteract interruptions to business activities and to protect critical business processes from the effects  
of major failures of information systems or disasters and to ensure their timely resumption. 

To avoid breaches of any law, statutory, regulatory or contractual obligations, and of any security requirements. 

To ensure compliance of systems with organizational security policies and standards. Compliance 

To maximize the effectiveness of and to minimize interference to/from the information systems audit process. 
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regular internal audits. Adequate implementation of the 
security policy as well as its suitability and completeness 
[8] are to be assured through annually management re- 
views. 

5.2. Certification Process 

To verify the compliance of the ISMS with ISO 27001 a 
company has to pass a certification procedure steered by 
an authorized certification organization (Registered Cer- 
tification Bodies RCB), ISO provides a list of RCBs. The 
company initiates the procedure by selecting an RCB. In 
a preliminary examination with the support of the RCS a 
determination can be made to ascertain the extent to 
which there already is conformity according the standard 
and which needs for actions still exist for successful cer- 
tification. Correspondingly, the measures necessary for 
ISMS conformity should be carried out in a preparation 
project. Appropriate knowledge and experience with cer- 
tification processes as well as special expertise in infor- 
mation security is necessary for this and should be ob- 
tained by calling in external experts if required. 

In the first instance the examination for certification 
(audit) comprises of a check of all documents (security 
policy, process descriptions, etc.) by the RCB, therefor 
the documents are to be sent to the certificating organiza- 
tion. Checking the documentation serves as a preparation 
for the main audit, where representatives of the certifica- 
tion organization carry out a detailed examination during 
an on-site visit lasting several days. This will include 
interviews being conducted with all responsible persons 
whereby they will explain their understanding of the se- 
curity policy, describe processes, present details and fea- 
tures on a random basis, explain process documentation 
as well as discuss known weaknesses and improvement 
measures initiated. 

Then the certification organization will generate a re- 
port in which the audit results are explained and im- 
provement measures to be implemented necessarily be- 
fore the next audit are listed. In case of a positive overall 
result the company receives the official certificate to at- 
test the ISMS conformity with the requirements of ISO 
27001. 

The implementation of an appropriate ISMS can take a 
few months to some years, depending largely on the ma- 
turity of IT security management within an organization. 
When processes according framework like COBIT, ISO 
20000, or ITIL are already established, time and costs of 
implementation will be lower. The process of certifica- 
tion will take a few months additionally [12]. 

The certificate has validity for 3 years; after this a 
re-certification can be applied for generally requiring less 
effort than the initial certification. The continuous ob- 
servance of the requirements of standard ISO 27001 and 

continuous improvement of the ISMS is assured through 
annual monitoring audits. These audits are carried out by 
auditors from the RCB, whereby the first monitoring 
audit must take place before 12 months have passed since 
issuing the certificate. If serious deviations from the re- 
quirements of the standard should be discovered during a 
monitoring audit then the RCB can suspend or even 
withdraw the certificate until the deviations are rectified. 

Some national alternatives exist. For German compa- 
nies the federal office for information security (BSI) of- 
fers since 1994 a procedural guideline—so-called “IT- 
Grundschutz”—to support authorities and companies 
regarding security. In 2006 this specifications were been 
revised based on ISO 27001 and the concordance be- 
tween “IT-Grundschutz” of BSI and the ISO 27001 
standard was verified officially. Since 2006 BSI assigns 
this “ISO 27001 certification based on IT-Grundschutz” 
with which both the conformity with ISO 27001 and an 
assessment of the IT security measures against IT-Grund- 
schutz catalogues are certified. 

6. ISO 27002 

The codified requirements in ISO 27001 are expanded 
and explained in ISO 27002 in the form of a guideline. 
The manual was first issued in the year 2000—at that 
time with the designation “ISO 17799”, under the title 
“Information technology—Security techniques—Code of 
practice for information security management”. In 2007 
this was revised and aligned to the 27 K family of stan- 
dards and the designation was changed to ISO 27002. 
With the development of ISO 27002 common practi- 
ces—often also known as best practices—were offered as 
procedures and methods proven in practice, which could 
be adapted to the specific requirements within companies. 
In order to explain the importance of information secu- 
rity for companies, risks for the information security of a 
company and the necessity to have targeted and agreed 
measures (“controls”) within the framework of an ISMS 
[11] are set out. Necessary steps for identification and 
evaluation of security risks are described in order to as- 
certain the requirement to protect information and infor- 
mation systems [11]. The continuing development of ISO 
27002 is based on the presentation of ISO 27001, 
whereby the 39 control objectives listed in the annex to 
ISO 27001 (Table 2) are explained in more detail. A 
total of 134 measures, which are justified and described 
in detail, are assigned to these objectives [11]. 

The fundamental guidelines for ensure information 
security are to be defined and specified in the form of 
security policies by the management of the company. 
The distribution and enforcement of these policies within 
the company also serves to emphasize the importance of 
information security and the management attention for 
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this topics. The information security must be organiza- 
tionally anchored in the company so that the measures 
for information security can be efficiently promoted and 
established. So roles and responsibilities are to be de- 
fined and in particular duties for maintaining confidenti- 
ality and rules for the communications with external par- 
ties (customer, suppliers, authorities etc.) are to be speci- 
fied. All tangible and intangible assets that are to be pro- 
tected by the measures for information security are to be 
identified and classified in order to draw up specific re- 
sponsibilities and handling rules. 

Security risks are also caused by vulnerabilities of the 
IT systems. Here it must be assumed that more than half 
of all attacks are initiated by internal personnel—how- 
ever a large proportion will also be initiated by joint ac- 
tions from internal and external personnel [13]. Because 
internal personnel can use insider knowledge (on internal 
processes, habits, weak points, social relations etc.) for 
attacks they should be considered to have a higher poten-
tial for success and damage [14]. Corresponding risks 
must be taken into account with personnel measures such 
as recruiting, decruiting and allocating. So, for example, 
the access rights for a user must be restricted to the ex- 
tent necessary to carry out the work that the user is as- 
signed to. With changes in responsibilities, duties or jobs 
the access rights should be adapted accordingly and if 
personnel are laid off then the access rights should be 
revoked promptly. 

Physical security measures should be provided to pro- 
tect the infrastructure from unauthorized entry, access, 
theft, damage and destruction. To ensure proper and cor- 
rect operation of the IT systems the ideal routine opera- 
tions should be documented in a manual (standard op- 
erating procedures). Likewise, processes and procedures 
for exceptional circumstances, delays, outages, faults or 
catastrophic events should be specified and documented. 
Technical or organizational changes should be checked 
for potential effects on the operations of the IT systems 
before being implemented. Likewise security incidents 
should be documented, analyzed and evaluated for possi- 
ble or essential improvements to the security system. 
Lastly, suitable measures must be implemented to fulfill 
compliance requirements. In particular copyrights and 
exploitation rights, requirements for data security and 
data protection are cited in the standard—these must be 
regulated and assured in a verifiable manner. 

7. Further Standards in the ISO 27 K Family 

The 27 K family of standards (also designated as “ISO 
27 K” or “ISO 27000 series”) is managed under the title: 
“Information technology—Security techniques” and de- 
scribes the requirements for an information security 
management system (ISMS) as well as for certifications 

in a comprehensive and detailed manner [9]. The family 
of standards represents a collection of both new and al- 
ready well-known standards, which have been reworked 
and revised to bring them up to date and also to harmo- 
nize their content and format. With this collection ISO 
follows the objective of having cohesive standards in the 
area of information security as well as a compatibility 
with the various standards. This achieves the goal of of- 
fering comprehensive support to companies of all sizes, 
sector and types in ensuring information security [9]. The 
publishing of the 27 K family of standards is not com- 
pleted or closed at this point in time—many standards are 
in the drafting or development stage, further supplements 
will follow. Table 3 shows the current status as well as 
the immediate planning. 

Figure 5 shows the interrelations of the standards in 
the 27 K family, separated into requirements and guide- 
lines. ISO 27001 contains requirements that must be 
verified for certification according to this standard. ISO 
27006 contains the requirements that must be fulfilled in 
order to be accredited as a certification organization. All 
further standards can be considered as guidelines for dif- 
ferent domains to ensure information security. 

8. Summary 

Information and information systems are exposed to risks 
more and more through the increasing support to busi- 
ness processes provided by information technology as 
well as the increased level of networking within com- 
panies and with external parties. An effective ISMS helps 
to reduce risks and to prevent security breaches. 

The ISO 27000, 27001 and 27002 standards form a 
framework to design and operate an ISMS, based on long 
lasting experiences of development. With this companies 
are offered the opportunity to align their IT procedures 
and methods for ensuring an adequate level of informa- 
tion security with an international standard. 

Certification of an ISMS according to ISO 27001 also 
projects a positive image through the verification of a 
systematic management of information security. This 
standard is also called upon in legal rulings as a yardstick 
and a basis for assessment on the subject of information 
security—here a certificate according to ISO 27001 
proves a “provision of state-of the-art services” regarding 
information security. Organizations can demonstrate that 
they are “fit-enough” to provide IT services in a secure 
way [1]. With the certificate a verification of compliance 
with respect to information security can be rendered. 

The ISO 27000, 27001 and 27002 standards have been 
widely disseminated in Europe and Asia. The signifi- 
cance of a certification of compliant information security 
with procurement decisions for IT services will increase 
and so a further increase in t e number of certifications h          
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Table 3. The ISO 27 K family of standards [15]. 

ISO-Norm Title Status 

ISO 27000 Information security management systems—Overview and vocabulary published 2009 

ISO 27001 Information security management systems—Requirements published 2005 

ISO 27002 Code of practice for information security management published 2007 

ISO 27003 Information security management system implementation guidance published 2010 

ISO 27004 Information security management—Measurement published 2009 

ISO 27005 Information security risk management published 2011 

ISO 27006 Requirements for bodies providing audit and certification of ISMSs published 2011 

ISO 27007 Guidelines for ISMS auditing published 2011 

ISO 27008 Guidelines for auditors on ISMS controls published 2011 

ISO 27010 ISMSs for inter-sector and inter-organizational communications published 2012 

ISO 27011 Information security management guidelines for telecommunications organizations based on ISO/IEC 27002 published 2008 

ISO 27013 Guidance on the integrated implementation of ISO/IEC 20000-1 and ISO/IEC 27001 under development

ISO 27014 Proposal on an information security governance (ISG) framework under development

ISO 27016 Information security management—Organizational economics under development

ISO 27017 Guidelines on information security controls for use of cloud computing  under development

ISO 27018 Code of practice for data protection controls for public cloud computing under development

ISO 27031 Guidelines for ICT readiness for business continuity under development

ISO 27032 Guidelines for cyber security under development

ISO 27033-1 Network security—Part 1: Overview and concepts published 2009 

ISO 27033-2 Network security—Part 2: Guidelines for the design and implementation published 2012 

ISO 27033-3 Network security—Part 3: Reference networking scenarios published 2010 

ISO 27033-4 Network security—Part 4: Securing communications between networks under development

ISO 27033-5 Network security—Part 5: Securing communications across networks using VPNs under development

ISO 27033-6 Network security—Part 6: Securing IP network access using wireless under development

ISO 27034-1 Application security—Part 1: Overview and concepts published 2011 

ISO 27034-2 Application security—Part 2: Organization normative framework under development

ISO 27034-3 Application security—Part 3: Application security management process under development

ISO 27034-4 Application security—Part 4: Application security validation under development

ISO 27034-5 Application security—Part 5: Application security controls data structure under development

ISO 27035 Information security incident management under development

ISO 27036 Information security for supplier relationships under development

ISO 27037 Guidelines for identification, collection and/or acquisition and preservation of digital evidence under development

ISO 27038 Specification for digital redaction under development

ISO 27039 Selection, deployment and operations of intrusion detection systems under development

ISO 27040 Storage security under development

ISO 27041 Guidance on assuring suitability and adequacy of investigation methods under development

ISO 27042 Guidelines for the analysis and interpretation of digital evidence under development

ISO 27043 Investigation principles and processes under development
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Figure 5. Interrelations within the ISO 27 K family of standards [9]. 
 
according to ISO 27001 is also to be expected. 
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