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Zusammenfassung/Abstract

Organizations operate in increasingly volatile, uncertain, complex and ambiguous
environments, making the systematic management of change essential for quality
management systems. This paper examines the relationship between changes, risks
and opportunities in the context of ISO 9001. It argues that changes in an
organization’s internal or external context are the common trigger for both risks and
opportunities. While risks focus on potential negative impacts and are typically
assessed through likelihood and consequence, opportunities require consideration of
an organization’s capability, capacity and competence. Linking risk-based and
opportunity-based thinking therefore provides a holistic approach to decision-making,
improvement and sustained organizational success.
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A Holistic Perspective - Connecting changes, risks and
opportunities in quality management systems
Patricia A. Adam & Isaac Sheps

“To improve is to change; to be perfect is to change often.”
Winston S. Churchill

Introduction

Dealing with change is inevitable in quality management systems. Therefore, in ISO
9001:20152, change and changes are mentioned more than 30 times, related to:

— the quality management system and its processes
— planning process

— documented information

— requirements for products and services

— design and development processes

— production or service provision

— the organization’s context

During the current update process of the standard, change and changes are becoming
even more relevant, reaching in ISO/CD 9001.2:2025"" more than 40 references.
These acknowledge accelerated change as a characteristic for today’s organizational
context including changes in needs and expectations of interested parties and a
reference to climate change issues. Consequently, ISO/DIS 9000:2025'2 newly
introduced change and change management as a relevant concept for quality
management. According to this draft, a quality management system serves to provide
the infrastructure for identifying risks and opportunities in organizations.

The importance of following all changes in an organization’s context is becoming more
and more important, as we live in a VUCA world (Volatile, Uncertain, Complex and
Ambiguous), see Figure 1.

Managing the consequences of these changes is of vital importance. Dealing with the
related risks and opportunities is thus an indispensable part of all business activities
and consequently an obligatory aspect of all relevant ISO management system
standards. Since the introduction of the High-Level Structure (now: Harmonized
Structure), the requirement to address risks and opportunities is part of the planning
process, as also depicted in ISO 9001:2015 (6.1)?> under clause 6.1 "Actions to
address risks and opportunities".



A holistic perspective
Preprint-Version; page 2 of 7

VUCA World
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Figure 1: A VUCA world

In clause 6.1 of ISO 9001, when planning, the organization is asked to refer to its
external and internal issues (context) and to the needs and expectations of interested
parties. Additionally, the organization is required to:

“‘Determine the risks and opportunities that need to be addressed to:

a) give assurance that the quality management system can achieve its intended
result(s);

b) enhance desirable effects;

c) prevent, or reduce, undesired effects;

d) achieve improvement.”

So far, there is no apparent connection between ‘changes’, ‘risks’ and ‘opportunities’.
This paper aims to highlight the importance of ‘change management’ and its direct
relation to the risks and the opportunities that an organization needs to address.

Change

The very first step of an organization’s journey to achieve sustained success is to
understand its context. This is also the starting point of all management system
standards. The context of an organization consists of external and internal issues and
its relevant interested parties, including customers’ needs and expectations.

The process to determine the context of the organization is not a onetime activity as
an organization’s context is changing constantly and often very rapidly. However, the
type and extent of change, and therefore the level of change management needed,
varies widely between organizations. As this paper’s focus is not on ‘change
management’ per se, this subject will not be elaborated. Readers interested in the
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topic can access vast literature on change management, of which ISO/TS 10020* or
the 1SO quick guide on change management'® are especially recommended.

Any change to the organization’s context may adversely impact its ability to achieve
objectives or create an opportunity for the organization to improve its performance.
This is also true for change initiated by the organization itself. Sometimes, however,
the reason for starting one or both of these processes is not an actual change in its
internal or external context, but instead a change in the perception of the context.
Therefore, it is vital for risk-based as well as opportunity-based thinking to follow the
advice of the quality management principles “evidence-based decision making” (2.3.6)
and “relationship management” (2.2.7) of 1ISO 9000:2015" to consequently monitor
and evaluate the context with the help of different interested parties and their diverse
perspectives.

Risks

The definition of risk is still a controversial topic in 1SO. ISO 9000:2015 (3.7.9)"
basically follows the definition of the Harmonized Structure:

“risk

effect of uncertainty

Note 1 to entry: An effect is a deviation from the expected — positive or
negative.

Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information
related to, understanding or knowledge of, an event, its consequence, or
likelihood. ...”

ISO 9001:20152 also bears the following additional note:
“Note 5 to entry: The word ‘risk’ is sometimes used when there is the possibility
of only negative consequences. “

According to ISO’s very common general definition, the term opportunity —
understood as a positive deviation — has become conceptually obsolete. and thus
wrong. The ‘negative’ and positive’ mentioned in note 1 of the definition refer to the
mathematical nature of the deviation from expected and not to the risk itself which as
clarified in note 5 of ISO 9000 can always negative. A broader discussion on this
misunderstanding was presented in a previous paper in QP.%. Although ISO
9001:20152 acknowledges the importance of addressing both — risks and opportunities
- in clause 6.1, it does not provide an independent definition of the term opportunity,
and just uses the common risk definition without exploring this very relevant distinction
. (A fact that will hopefully be remedied in the current revision process.) This leads to
unintended consequences in practical applications, as risks and opportunities are
often treated as one and are thus addressed with the exact same processes and tools.
This is not appropriate, as will be shown in the following.3
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For the purpose of this paper, a clear distinction between risk and opportunity is made,
therefore “risks” encompass only the negative deviations from the expected, whereas
opportunities comprise the positive.

As clarified in a previous paper in QP® there are three types of risks e.g. events an
organization must typically manage with regard to quality:

— Its product or service may affect the user or other interested party negatively.

— An activity or process may not have the intended result.

— Changes to the organization’s context may affect its ability to achieve objectives
negatively.

For prioritization purposes, these events are usually expressed in likelihood and
consequence. The possible ways to address these risks is well presented in ISO
9001:2015 (6.1.2 NOTE 1)

“‘NOTE 1 Options to address risks can include avoiding risk, taking risk in order
to pursue an opportunity, eliminating the risk source, changing the likelihood or
consequences, sharing the risk, or retaining risk by informed decision.”

The source of all deviations from the expected are changes that occur in the context
of an organization and therefore both — risks and opportunities - are triggered by
‘change’.

Opportunities

ldentifying and managing risks and opportunities are separate processes. Risks are
not opportunities. Opportunities stem from changes in the context that result in
occasions. Finding these occasions can be the result of various external and internal
monitoring activities, for example the use of key performance indicators. Occasions
can stem from many sources. They can arise for example from new needs and
expectations of interested parties or from organizational activities and processes with
the potential for enhancements. Analyzing opportunities means to critically assess the
organization’s capability, capacity and competence to leverage its strengths. It is not
helpful to employ likelihood and consequence as in risk assessment, as the question
for a strategic exploitation of opportunities is not a generalized likelihood of occurrence
but instead the evaluation of the organization’s inherent strengths. For producing
desirable outcomes, it is crucial to set clear objectives and formulate strategies and
plans to support their achievement. As already mentioned above, it is also relevant to
analyze the risks associated with the presented opportunity for a balanced
management decision. In the context of quality management opportunities should be
identified and followed to improve an organization’s quality management system and
its intended results. It is therefore one of the requirements of ISO 90012
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“10.1 General

The organization shall determine and select opportunities for improvement and
implement any necessary actions to meet customer requirements and enhance
customer satisfaction.”

How are changes, risks and opportunities connected?

As mentioned above any (perceived) change to the organization’s context can have a
negative impact on its ability to achieve its objectives or it may create an opportunity
for the organization to improve its performance. It is important to remember that the
context of the organization includes external issues, internal issues and needs and
expectations of interested parties so also changes in the internal context of the
organization and interested parties’ needs and expectations should be carefully
monitored. Changes are not positive or negative, the simply exist. They can just occur
or can be initiated by the organization. When planning changes 1ISO 90012 (clause 6.3)
requires the organization to “consider the purpose of the changes and their potential
consequences. “
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Figure 2 — How change is related to risks and opportunities'?
(Based on ISO TC 176 document ISO/TC 176/TG 4 N 95, 7, enhanced)

To achieve sustained success, organizations have to continually monitor the changes
in their context and properly manage changes they plan to implement. All changes
that occur or are initiated by the organization have to be analyzed and evaluated to
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identify any potential negative impact on the organization’s ability to achieve its
objectives (risks) and any potential occasion to improve the organization’s
performance (opportunities). This way of thinking can be defined as ‘risk-based
thinking’ and ‘opportunity-based thinking'.

In organizations, risk-based thinking and opportunity-based thinking are often the task
of different organizational units. Whereas risk-based thinking is typically executed in
risk management or quality management functions, opportunities might be the
responsibility of strategy, marketing, innovation or organizational development units.
It is important to note that both processes have to be linked in order to be effective.
Even if an organization initiates a change to pursue an opportunity for improvement it
may still create a risk which has to be assessed and managed. The introduction of a
new workflow management tool, for example, might allow an organization to reduce
the time needed to produce a relevant document for the customer significantly. At the
same time, the organization becomes more prone to cybersecurity risks, which — if not
properly managed — may well be able to outweigh the achieved advantages. These
vital links are shown in Figure 2 by the pointed lines running from the deducted
activities to the respective other side of the model.

Conclusion

It is important to realize that (perceived) changes are the source and trigger to both,
risks and opportunities. Consequently, monitoring these changes is vital for any
organization trying to conquer the VUCA world. Risk-based and opportunity-based
thinking and the related processes follow different logics and make use of different
perspectives. However, only linking these processes creates a holistic perspective.
Managing these aspects right will ensure good management decisions in order to
achieve sustained success.
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