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Abstract
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been developed to enhance leadership competencies through interactive role-plays and
feedback. This paper proposes their adaptation for cybersecurity training. We discuss the
current landscape of cybersecurity training, highlight the importance of communication,
and present T2T as an innovative approach to bridge this gap through chatbot-driven role-
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Abstract—Effective communication skills are increasingly
recognized as critical for leadership in digital transformation
contexts. Recently, AI-Chatbots such as Talk to Transform
(T2T) have been developed to enhance leadership competencies
through interactive role-plays and feedback. This paper
proposes their adaptation for cybersecurity training. We discuss
the current landscape of cybersecurity training, highlight the
importance of communication, and present T2T as an
innovative approach to bridge this gap through chatbot-driven
role-plays.

Index Terms—Cybersecurity training, role-play, simulation-
based training, organizational learning, AI-chatbot

L INTRODUCTION

Communication plays a crucial role in navigating digital
transformation within organizations. In their digital skills
framework, Bouwmans et al. highlight that employees need
to be "proficient in crafting compelling narratives that
captivate audiences ... with the goal to persuade or inspire
others" [1, p. 27]. Complementing this perspective, research
on strategic internal communication [2] demonstrates that
traditional, synchronous communication methods remain
highly relevant in the digital age: Leaders frequently employ
information-rich, face-to-face interactions during
organizational transformations, and this approach correlates
positively with employee satisfaction. This underscores the
importance of effective communication in engaging
stakeholders during digital change processes. Moreover,
communication is considered an integral part of knowledge
transfer and persuasion of employees, which suggests
integrating communicative aspects during the learning
process.

While often seen as a technical field, many cybersecurity
risks stem from human behavior, with the literature
underscoring that breaches frequently result not from
technical flaws but from human error, miscommunication,
and unclear responsibilities.[3]. The growing frequency and
complexity of cybersecurity incidents indeed highlight the
critical need for effective communication and clarity within
organizations.

Recent findings underscore that even younger, digitally
fluent employees are increasingly uncertain about their
ability to handle emerging cybersecurity threats. According
to a 2024 survey of 1000 American employees by Ernst &
Young, 72% of Gen Z employees reported having clicked on
a suspicious link at work, while only 31% expressed strong
confidence in recognizing phishing attempts. Moreover, a
significant portion of younger employees—64% of Gen Z
and 58% of Millennials—admitted fearing job loss if they
inadvertently triggered a security incident [4]. These results
point to a critical gap in technical awareness. This highlights
the urgent need for training formats that not only raise

awareness but also empower employees to respond
confidently in real-time situations. Cybersecurity leadership
particularly demands strong communication skills for
effective risk management and security culture cultivation
[5]. However, traditional training methods are not only costly
and time-consuming but also often fail to sustainably change
behaviors [6]. This emphasizes the need for innovative,
interactive approaches, in particular, scalable, Al-supported
or interactive solutions to address these constraints [6].

Building on previous work in leadership training, this
paper explores how the T2T chatbot-based simulation can be
adapted for cybersecurity education [6,7]. We illustrate this
through a concrete use case focused on phishing awareness
and dialogue-based behavior change. We refer to this format
as 'T2T" and introduce an extension called "T2T-Cy' focused
on cybersecurity topics. T2T is a digital training format that
uses an Al chatbot to simulate realistic conversations
between leaders and employees. It guides learners through a
structured process of preparation, role-play, and feedback to
improve communication. For the application of T2T, Al
chatbots are key. We define them as “generative Al software
using machine learning, that responds automatically to
(users’) messages in a natural language”[7, pp. 142—143].
These chatbots have become part of modern education, with
various studies underlining their potential to improve the
educational experience [8,9,10] as well as learning outcomes

[11].

To thoroughly connect T2T to cybersecurity training, we
will first look at cybersecurity training and analyze possible
gaps in research (second section). In the third section, we
look at the T2T as an Al-based communication training
format and elaborate on the previously applied use case in
leadership communication. The fourth section analyzes how
the T2T approach could be beneficial for cybersecurity
training and presents a hands-on use case. Lastly, we discuss
further AI-Chatbot approaches for cybersecurity training as
well as the limitations.

1L BRIDGING THE GAP: THE ROLE OF
COMMUNICATION IN CYBERSECURITY TRAINING

Cybersecurity training has been and will be one of the
most important approaches to mitigate the risks of complex
cyberthreats and incidents to individuals and organizations
[6]. The issue is gaining importance due to its cross-sectional
nature; cybersecurity is not the task of specialists but of every
member within an organization. Therefore, education and
development in this field need to be tailored towards different
target groups, besides IT-specialists and cybersecurity
experts, also towards the so-called end users, which would be
an average employee, but also students and employees in
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sectors such as healthcare and other areas of critical
infrastructure [12,13,14].

Cybersecurity training typically pursues several goals. It
aims to protect against threats, reduce typical human error
building competences, knowledge and behavior change
[15,16,17,18]. There are different formats of training in the
cybersecurity field, e.g., classical approaches like
presentations, lectures, text-based materials, or e-learning
[14,16,19]. On the other hand, there are also more innovative
approaches, e.g., serious games, context-based micro
training, virtual labs, or Al-assisted learning [14,16,19]. Even
though the cybersecurity training and development landscape
seems to evolve towards more innovative approaches, there
are still fundamental gaps in research, e.g.:

e Focus on technical aspects rather than pedagogy and
interpersonal skills [17,20]

e Many current training approaches are not based on
empirical evidence of their effectiveness or sound
theories [12]

e There is a lack of clear, quantifiable metrics to
measure the actual impact of training programs on
threat and incident reduction [21]

Focusing on the three presented gaps — a numbering that
does not claim to be complete - one thing becomes clear:
there is a lack of interdisciplinary approaches in the
cybersecurity field. The integration of pedagogical,
educational, and psychological aspects into cybersecurity
training goes beyond the core technical cybersecurity
knowledge. If we focus on the first of the named gaps, the
advances of Al and chatbots could provide a cost-efficient
and low-threshold way of training soft skills via chatbot
formats. Two recent studies in the field of cybersecurity
training show that chatbots can support the development of
effective communication skills, e.g., regarding active
listening and communication of complex technical
information clearly and concisely, by offering a
conversational training format where knowledge and skills
are acquired through dialogue and interaction [17,22]. Such
conversational training formats are also promising because,
up to now, there is a lack of training approaches in many
cybersecurity training scenarios that help to practice
communication strategies or to understand communication
frameworks, although communication is essential for
knowledge transfer and persuasion [23]. Furthermore, there
are communication barriers between cybersecurity experts
and non-technical users, often due to a lack of common
‘language’ [24], an issue that conversational learning with a
chatbot could simulate and improve. In this regard, the field
of cybersecurity could learn from the leadership-
communication training approaches with chatbots, e.g., the
T2T format.

According to Triplett, “leaders are an often-overlooked
human factor influencing an organization's vulnerability to
cyberattacks” [25]. Therefore, it is inevitable to not only train
them in matters of cybersecurity but to convince them to be
an advocate for cybersecurity within the organization. To
advocate for cybersecurity within the organization, leaders

need to communicate regularly on current issues to make
individuals more sensitive [26]. Additionally, leaders can
support employees in understanding cybersecurity strategies
and ensure they participate in the provided training programs
[25,27,28]. As emphasized by the Ernst and Young report,
cybersecurity is no longer a purely technical matter but a
leadership issue that requires transparent, organization-wide
communication to build a culture of resilience. Therefore,
training leadership communication should be viewed as a key
intervention point in developing effective cybersecurity
cultures, since humankind and cybersecurity are inseparable
[4,25].

I11. T2T: AN AI-BASED COMMUNICATION TRAINING
FORMAT

To better understand how chatbot-based simulations like
T2T can support communication training, this section
outlines the structure and pedagogical foundation of the
original T2T format. Its core methodology combines
didactically guided workshops, chatbot-based role-play and
structured reflection. This combination can be exciting for
learners in a positive sense. But also, it can be demanding and
challenging. Therefore requires — on the developer side — an
in-depth  understanding of educational principles,
technological capabilities, limitations, and data protection.

First evaluation results from the original T2T training
suggest high learner satisfaction and perceived learning gains
in communication skills. When compared to a control group
using traditional face-to-face role plays, learning outcomes
were similar, indicating that the chatbot based approach can
be equally effective. These findings provide an initial basis
for assuming that T2T-Cy may also be effective in promoting
communication awareness and behavioral reflection in
cybersecurity contexts.

a) Didactic Design and Feedback System

The T2T simulator is based on a large language model
(GPT-40) and uses prompt-engineered role profiles to
simulate employee responses in realistic leadership
conversations. In contrast to generic chatbot use, T2T
integrates the Al into a pedagogically framed process: each
conversation includes briefing, interaction, automated
feedback, and structured reflection. The simulation is
embedded in a broader didactic setting and serves not only
for practice but also provides feedback and encourages self-
assessment and reflection. The prompt design followed an
iterative approach of the whole team. Learning through rapid-
prompting, testing, reflecting, and re-prompting. The final
prompt was quite long and very detailed (see Table 1 for
excerpts of the prompt). The T2T simulator acts as a role
player for different scenarios within an organization, in our
case, the role of the employee.

By training with the T2T simulator, learners take on the
role of a supervisor and practice their leadership
communication skills with an Al-powered chatbot that first
acts as a team member and then provides feedback on the
quality of the learners' communication strategies. Interaction
between learners and the chatbot takes place exclusively
through text. [29]. The used scenarios are derived from real-



life organizational case studies and focus on leadership,
feedback conversations, and conflict resolution. Learners
interact with the AI-Chatbot to experience dynamic dialogue
situations and receive targeted feedback on their
communication performance [Fig. 1]. The training
particularly addresses ‘Future Skills’ such as feedback
literacy, agility, and adaptive leadership in disruptive
contexts.

The concept follows a ‘Reflect—Act—Reflect’ logic, in
which learners engage in individual reflection before and
after simulated dialogues with a text-generative Al. By
personalized, context-sensitive feedback, learners are
enabled to refine their techniques in a supportive
environment [30]. For example, the T2T simulator gives
learners reflection questions and displays text passages from
the conversation that are marked as good and bad practices.
This provides learners with starting points for individual
improvements in the next conversation.

Description of leadership context where a supervisor and team member engage in
communication to solve problems and share feedback. |

Learner in the role of a | , %=
supervisor / leader

|
communicating with a, ~. 7/
team member .

Chatbot
= reacting as
team
member

Figure 1. Conversational Design T2T

The T2T format is rooted in experiential learning theory
and emphasizes metacognitive development by promoting
self-observation and communication awareness. Reflection
prompts and feedback loops guide learners to assess their
own conversational strategies and to iterate on improvement
[30]. Importantly, this approach provides an opportunity to
bridge theoretical content and practical communication
competencies.

b) Technical Implementation and Data Protection

The T2T was implemented on the fobizz-plattform a
GDPR-compliant digital learning platform for teachers, that
offers an interface to prompt agents using state-of-the-art
LMMs. T2T utilized Open-Al GPT4.0 and made use of
different personas with a range of employee archetypes. To
enhance a human-like conversation, the personas signaled
non-verbal cues in brackets within the dialogue (e.g., “[nods
slowly]”, “[sighs]”). Designing the cues, personas, and
scenarios outlined above requires a sound understanding of
the AI software’s technical capabilities and limitations to
ensure an effective and safe learning experience. In addition,
Al chatbots facilitate conversations across various languages
and help alleviate the discomfort often associated with face-
to-face interactions. This makes them a good choice also for
international students, beginners, or shy learners [31].

However, these systems also have limitations. Al models
may struggle with understanding context or nuances in
human communication, such as sarcasm or cultural subtleties
[32]. Additionally, they rely heavily on the quality and
diversity of the training data, which can lead to biases if not
adequately addressed. Furthermore, technical issues like
latency, data privacy concerns, and the need for robust
infrastructure can cause challenges. Consequently, within the
T2T project, an introductory manual was developed to raise
awareness of these issues and to draw attention to the
functional limitations and ethical use of Al. To ensure data
protection, a national tool provider was chosen that acts as an
interface to major large language models (LLM) providers
and encrypts the learner data. Technical problems were
handled and ‘caught’ by human personnel of the university.

¢) First Application Scenarios in Practice

In December 2024, the T2T format was piloted with 30
students from a management degree program at a German
university of applied sciences. The training was integrated
into a regular seminar and accompanied by a qualitative and
quantitative evaluation. Students received a communication
task that involved delivering negative feedback in a
challenging leadership situation, using a role-play scenario
with an Al chatbot. The chatbot impersonated for example a
resistant employee and responded dynamically to the
learner's communication style. [33]. Looking into the
evaluation of the format, we see that the learner satisfaction
with T2T and the self-assessment of the resulting learning
outcomes were very positive [33]. In contrast to the control
group, which received classical face-to-face role-plays, the
T2T rankings revealed minimal differences, contradicting
our initial expectations. The findings suggest that, in the
context of student learning, there is minimal distinction
between T2T and traditional face-to-face role-plays in terms
of learner satisfaction and learning outcomes. The positive
feedback from students has been a significant motivation for
T2T, resulting in its testing with various non-academic user
groups in professional development and continuing
education programs. These tests have highlighted the
system's scalability and adaptability to different learning
environments [34].

V. EXTENDING T2T TO CYBERSECURITY TRAINING - A
NEW USE CASE

T2T is a promising innovative training for leadership
communication that focuses on conveying communication
skills like active listening, goal setting, etc. It embodies an
approach that is based on sound theory, incorporates
feedback, and, if desired, quantifiable metrics to measure the
training's outcomes. Cybersecurity training frequently lacks
quantifiable metrics and a solid foundation in sound theories
from pedagogy and psychology. It is our professional opinion
that an extension of T2T towards cybersecurity is an apparent
solution to begin addressing the current gaps in the
cybersecurity training research.



lack of awareness and vigilance around phishing
threats. One of your team members has recently
clicked on suspicious links in emails, raising
concerns about potential vulnerabilities. As a
manager, your responsibility is to address this issue
with the team member directly, reinforce the
importance of cybersecurity practices, and
implement preventive measures to safeguard bott
employee and customer data.

Task
Conduct a conversation with your team member or
phishing attacks.
Team Member Profile
+ Name: Alex
* Age:34
+ Education Background: Bachelor's degree in
Business Administration

+ Job Title: Customer Service Representative

+ Tenure: S years

Let's Begin: B
The door opens, and Alex enters the room. Please
proceed with the conversation as the manager.

o

Figure 2. Start of the T2T-Cy role-play scenario

To address this, the T2T format has been adapted for
awareness building in cybersecurity (T2T-Cy). In the
updated version, leaders engage in a chatbot-based role-play
with employees who don’t take cybersecurity seriously. The
objective is to practice how to raise awareness and encourage
more responsible behavior through persuasive, dialogue-
based interaction. The T2T-Cy includes, as an exemplary
scenario, a realistic phishing conversation. The setup is
similar to the T2T; the learners assume the role of a manager
at a fictive organization, for critical infrastructure reasons, we
chose a bank. To underline the differences between T2T and
T2T-Cy contexts and conversational focus, we provide
excerpts of the original prompts within Table 1.

In the beginning of the simulation, the key aspects about
the organization, the situation the manager needs to solve,
and the information about the conversational partner are
provided to the learner [Fig. 2]. In the T2T-Cy use case, the
learners converse with one of their employees who has
recently clicked on suspicious links in emails, leading to
concerns about potential vulnerabilities at the organization.
The learners as managers have the responsibility to address
the issue with the employee and reinforce cybersecurity
practices [Fig.3]. As well as to implement preventive
measures to safeguard both the employee and the customer.
The employee is prompted to be resistant, disliking changes
and new training. This makes it harder for the learners to

convince the employee of their agenda, but likely makes it

more realistic.

Table 1. Conversational Context — prompt excerpts

T2T

T2T-Cy

Title: termination of work-
ing contract, T2T

Conversational context:
Imagine you are a manager
in a medium-sized com-
pany that develops board
games. You lead an 8-mem-
ber project team.

One of the team members
has repeatedly drawn atten-
tion over the past few
months for arriving late and
logging excessive work
hours. Despite several
warnings, the behavior has
not improved, which has
significantly disrupted the
team’s workflow. After
careful consideration, man-
agement has decided that
termination of employment
is necessary in order to
maintain team dynamics
and work quality.

As the manager, it is your
responsibility to communi-
cate the termination clearly
and directly, and to issue it
in a legally compliant man-
ner. Explain the reasons for
the decision and refer to the
previous warnings in order
to make the situation trans-

parent.

Title: Phishing

Conversational context:
Imagine you are a manager
of GreenBank Financial,
(...) a mid-sized commer-
cial bank offering a range
of services including per-
sonal banking, business
loans, and digital banking
solutions. (...) Green-
Bank’s IT department has
recently observed a spike in
phishing attempts targeting
employees. (...)

In your department, a re-
curring concern  has
emerged: lack of awareness
and vigilance around phish-
ing threats. One of your
team members, has re-
cently clicked on suspi-
cious links in emails, rais-
ing concerns about poten-
tial vulnerabilities.

As a manager, your re-
sponsibility is to address
this issue with the team
member directly, reinforce
the importance of cyberse-
curity practices, and imple-
ment preventive measures
to safeguard both employee
and customer data.

Once the dialogue comes to an end, e.g., through a
goodbye, the T2T-Cy takes the learner through a reflection
[Fig. 4], asking different questions, e.g., “What was the
biggest challenge during the conversation, and how did you
handle it?” The reflection provides the space for learners to
think about the conversation. From the reflection part, the
T2T-Cy flow provides feedback [Fig. 5] to the learner based
on the conversation. With the provided feedback, learners can
find out about their strengths or mistakes, and they learn what
they could have done to convince the employee. When
learners engage with the T2T-Cy more than once, experiential
learning will likely be triggered.



Oh, hi. I'm doing okay, | guess. [Pursing Lips] What's
up?

Friederike Lindauer

| wanted to talk with you about the last phishing
incidents we had, thanks to you.

Talk2Transform - Cybersecurity (github-version)

Yeah, | heard about those. But, you know, these
things happen. It's not like I'm the only one who got
caught up in it. [Furrowing Brows]

Friederike Lindauer

Actually, my statistics say that you clicked on 5
susoicious links in the last week and still refuse to
take the phishing training to get better.

Talk2Transform - Cybersecurity (github-version)

| just think those trainings are a bit over the top. |
mean, |'ve been here for five years, and | know how
to do my job. [Pressing Lips Together] Plus, they
take up so much time. Can't we just stick to what
we've been doing? [Crossed Arms]

Figure 3. Excerpt from a T2T-Cy test run

Research supports the value of such realistic training
approaches: one study found that chatbot-based phishing
simulations significantly improved learners' ability to detect
fraudulent emails when active learning methods were used
[23]. Another study showed that role-play exercises in small
groups increased both learners’ confidence and their
willingness to report phishing attempts, suggesting that
realistic simulations can foster not only awareness but also a
proactive security culture [23].

The T2T-Cy was not yet tested with a larger user group,
but from our experience with the previous version (T2T), we
assume similar positive results. To measure the effects of
T2T-Cy with the scale from Kron et al as well as from Nair,
both scales rely on self-reporting [35,36]. Another aspect for
evaluation are the conversation transcripts themselves. With
qualitative analysis, the delta between different runs with the
T2T-Cy can be analyzed by coding, e.g., active listening,
motivational language, or providing feedback, etc. The
reflection part of the simulation can provide additional
qualitative data to offer a more nuanced view of the overall
results. It should be noted that the T2T-Cy has not yet been
tested in this regard, but such evaluation is planned.

Talk2Transform - Cybersecurity (github-version)
Reflection $%
1. To what extent did you achieve your

conversation goals? Which ones did you not
fully achieve?

0 ®

Friederike Lindauer

Part of them the employee was very subborn

Talk2Transform - Cybersecurity (github-version)
2. What percentage of the conversation did you
contribute (estimate between 0 and 100%)? Is
this an appropriate share for a leader in an
employee discussion, or would you aim to
increase or decrease your share in the next
conversation? Justify your answer!

Friederike Lindauer

70% which i find okay because in the scenario i call
the meeting

Talk2Transform - Cybersecurity (github-version)
3. What was the biggest challenge during the
conversation, and how did you handle it?

Figure 4. Excerpt of the T2T-Cy reflection flow

Our approach and the mentioned training insights in the
cybersecurity training field highlight the potential of Al-
supported, conversation-based cybersecurity training to offer
a psychologically safe environment in which employees can
build and strengthen their communication skills. In order to
scale the T2T chatbot-based training format for organizational
cybersecurity education, considerations of technical
feasibility and cost-efficiency are critical. Tymoshchuk et al.
demonstrate that scalable simulation-based cybersecurity
training systems can be successfully implemented using open-
source tools and virtualized infrastructure [37]. For T2T-Cy,
however, we rely on a classical Chat-GPT-like chat interface
and the readily available tools at the university. In this regard,
our approach is technically detailed but still on a lower
threshold than open-source tools and virtualized
infrastructure.

T2T-Cy approach supports personalized and modular
scenario design while ensuring integration with real-world
technologies. Scenarios can be updated rather quickly to new
organisational contexts or new topics, e.g., secure passwords,
which is essential to address the evolving cybersecurity
landscape.



I FUTURE RESEARCH DIRECTIONS

T2T-Cy primarily focuses on awareness building for
cybersecurity topics by building on the insights of T2T for
leadership communication. Beyond the communication
aspect of training, additional cybersecurity training
approaches can be implemented using Al-Chatbots.

Talk2Transform - Cybersecurity (github-version)
Feedback, Tips & Tricks &

Now, here’s an evaluation of your conversation.
You'll receive text-based feedback on key aspects
that went well or could be improved. We've also
compiled general do's and don'ts, along with
examples of good and bad practices from
conversations other than your own.

Aspect Quote

Active Listening  Unfortunately, we found no
positive example for this aspect.

Motivational Unfortunately, we found no
Language positive example for this aspect.

Conversation we found no negative example
Closure for this aspect.

Providing You struggled with addressing
Feedback the employee's resistance
effectively.

General Guidelines (Not Related to This
Conversation)

+ Information Sharing

o Don't: Assume your team member has the
same information level as you. Lack of
context can lead to misprioritization. ©

+ Goal Setting

o Good Practice: A clear goal was set: “For

e A T

Figure 5. Excerpt of the T2T-Cy feedback flow

An example that is closely linked to communication and
also with a management focus is incident response and crisis
communication. It could be implemented in AI-Chatbot
scenarios, including real-time crisis communication,
coordination with IT teams, and stakeholder notification
procedures during cybersecurity incidents. As research shows,
clear and timely communication during incidents is essential
for limiting damage and restoring trust, yet many are often
insufficiently trained in classical security awareness programs
[38].

For IT specialists and cybersecurity experts, training in the
analysis of ransomware messages and the prediction of
ransomware threats via an Al-Chatbot could have potential,
especially to build an organizational routine and common
understanding. Research indicates that while ChatGPT is
already being utilized, at least experimentally, for the analysis
and prediction of ransomware threats [39], the opportunity to

turn it into a training approach seems to be less critical than
relying on Al-Chatbots to do the analysis and prediction.

For end-users in an organization, Al-Chatbots could
support training in the areas of, e.g., identification of phishing
or safe passwords by generating good and bad practices that
the end-users need to analyze, and in bad practice cases,
identify, e.g., a phishing e-mail. A recent study shows a first
application for phishing email identification training via
chatbots in an experimental setting. The study also underlines
the need of investigating this Al-Chatbot phishing
identification further [40].

With these three examples, we want to underline the
potential of AI-Chatbots for cybersecurity training that goes
beyond the communication focus of the T2T format. As
underlined in the cybersecurity section, cybersecurity training
should integrate technical aspects, pedagogical aspects, soft
skills [17,20], and base training on empirical evidence and
sound theories from pedagogy, etc. [12]. To evaluate the
actual training impact, quantifiable metrics should be applied
[21]. Taking these gaps into account enhances cybersecurity
training overall. By incorporating modern innovative training
approaches like T2T or T2T-Cy, the field moves to training
approaches that are possibly better perceived by learners, as
our first tests indicate. However, further research is needed to
gain a deeper understanding of how these approaches can be
effectively applied, particularly in practical settings.

1L LIMITATIONS

Al-Chatbots continue to face significant challenges in
understanding and appropriately responding to subtle
contextual cues, such as sarcasm, emotion, or non-verbal
signals. This limitation may hinder the authenticity of
simulated dialogues and reduce the effectiveness of training
[41]. In addition to that, we have not directly looked at the
impact of the uncanny valley effect within our setup.

If Chatbots are used to train communication skills in
organizations related to cybersecurity threats, sensitive
information may be revealed by learners. Educational
chatbots dealing with sensitive training content could become
targets for attackers seeking unauthorized access to learner
data, which poses significant privacy concerns and potential
trust issues among users [42].

There remains the challenge of user engagement and
acceptance of Al-driven training formats. Some learners may
perceive chatbot interactions as less authentic or meaningful
than human-facilitated training. It is therefore essential to
integrate user feedback, adapt scenarios to organizational
culture, and combine Al-based training with complementary
face-to-face interventions for maximum impact [43].

Finally, our approaches T2T and T2T-Cy investigate
modern training and learning formats with AI-Chatbots from
a rather positive side. For future studies, we also want Chatbot
simulations alter our human-to-human interactions in the long
term?



III. CONCLUSION

Communication remains a critical, yet frequently
underutilized, element of cybersecurity awareness and
training. This paper has argued that Al-supported formats
such as T2T, originally developed for leadership
communication training in higher education settings [29],
hold considerable potential for the adaptation to
cybersecurity. Given the increasing complexity of cyber
threats, there is a growing demand for training formats that go
beyond technical instruction and actively foster
communicative aspects and learning transfer.

The T2T format, with its reflective learning cycle and
chatbot-based dialogue simulations, provides a valuable
foundation for developing cybersecurity-specific extensions
(T2T-Cy). Al agents and chatbots open up multiple
opportunities for scalable, personalized, and scenario-based
training interventions, ranging from phishing identification to
incident communication.

By integrating innovative training formats (e.g., T2T-Cy),
organizations may be able to reduce vulnerabilities stemming
from human factors and improve their internal
communication cultures. Developing a shared communicative
understanding and terminology for cybersecurity emerges as
a key element in this endeavor. Looking forward, future
development efforts aim to build upon these insights by
further refining training formats that integrate both
communicative, pedagogical, and technical dimensions of
cybersecurity preparedness as well as respective soft skills.
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