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Abstract

Manufacturers, integrators, and operators of production systems must increasingly face
regulatory requirements with regard to OT security. In addition, manufacturers are well
advised to follow relevant OT security standards such as IEC 62443, It follows from the
requirements described that the “security” of industrial communication must be ensured
via appropriate protective measures. This article shows how the PROFINET communication
protocol is currently being upgraded to meet the requirements.
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PROFINET - Future OT
security requirements

#PROFINET Security #Cyber Resilience Act #NIS-2-Directive

#CER-Directive

Manufacturers, integrators, and operators
of production systems must increasingly
face regulatory requirements with regard
to OT security. In addition, manufacturers
are well advised to follow relevant OT
security standards such as IEC 62443. It
follows from the requirements described
that the “security” of industrial commu-
nication must be ensured via appropriate
protective measures. This article shows
how the PROFINET communication proto-
col is currently being upgraded to meet the
requirements.

1. Requirements for future solutions

This section describes the requirements to be
placed on future automation solutions. A distinc-
tion is made here between legal requirements
(Chapter 1.1) and requirements from the state of
the art (Chapter 1.2)

1.1 Legal requirements

Increasing networking and digitization in indus-
try have significantly increased security require-
ments. To ensure a high level of cybersecurity
throughout the EU, several legal frameworks
have been created by the EU, making it impor-
tant thatindustrial communication protocols such
as PROFINET improve their security measures to
meet these requirements. The following sections
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describe the legal requirements from
different perspectives of the stakehold-
ers involved in the security process.

Operator perspective: The NIS2 Direc-
tive (Network and Information Securi-
ty Directive) [1] is an EU directive that
aims to ensure a high common level
of cybersecurity across all member
states. It defines coordinated secu-
rity measures, risk management and
incident reporting to improve the
overall cybersecurity measures of
companies based in the EU. The NIS2
Directive addresses essential and
important facilities in defined sectors,
such as public administration, digital
infrastructure, water & wastewater,
health, banking & finance, transpor-
tation, energy, service providers, post
and courier, waste, chemicals, food,
industry and research. It is estimated
that around 30,000 companies in Ger-
many are affected. In addition, these
companies must exceed a certain size
in terms of turnover and number of
employees. It must be transposed into
national law by the EU member states.
Although implementation in Germany
should have taken place by October
2024, it had not been realized by July
2025. The German implementation in
the form of the NIS-2 Implementation
and Cybersecurity Strengthening Act
[2] was not passed by the Bundestag
before the general election. Therefore,
the legislative process must now be
restarted. Despite the lack of imple-
mentation, operators are well advised
to start implementing measures based
on the NIS2 Directive.

Article 21 (1) of the NIS2 Directive [1]
deals with risk management meas-
ures in the area of cybersecurity. The
directive requires that appropriate and
proportionate technical, operational
and organizational measures are taken
to manage the risks to the security of
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network and information systems and
to prevent or minimize the impact of
security incidents on the recipients of
their services and on other services. The
measures referred to in the directive
shall ensure a level of security for net-
work and information systems appro-
priate to therisk presented, taking into
account the state of the art and, where
appropriate, the relevant European
and international standards and the
costs of implementation. In assessing
the proportionality of these measures,
due account shall be taken of the extent
of the facilitys’s risk exposure, its size
and the likelihood and severity of secu-
rity incidents occurring, including their
social and economic impact.

Therefore, it can be seen that the NIS2
Directive focuses on the state of the
art, on standards and on the propor-
tionality of the measures. Further-
more, the NIS2 Directive also requires
cybersecurity to be ensured along the
supply chain. This is where manufac-
turers come into play.

For operators from critical sectors
(e.g. energy, transport, drinking water,
wastewater, etc.), the CER Directive
(EVU) 2022/2557 [3] also applies if they
are classified as critical facilities. This
directive particularly addresses resil-
ience measures such as disaster pre-
paredness, physical access protection,
risk management measures, personal
security management and awareness
training.

Manufacturer perspective: The Cyber
Resilience Act (CRA) [4] aims to improve
cybersecurity for products with digital
elements. It establishes common cyberse-
curity standards across the EU and obliges
manufacturers to ensure the security of
their products throughout their lifecycle.
The CRA prescribes basic requirements for
designing, developing and producing these

Cybersecurity risk
assessment

Vulnerability
management

Provision and receipt
of vulnerability
reports

o -
o —
o -
v -

Figure 1: Basic requirements of the CRA

products, as well as obligations for deal-
ing with vulnerabilities. Figure 1 shows the
basic requirements of the CRA.

In contrast to the NIS2 directive, the CRAis
valid without being transposed into nation-
al law. This means that:

« As of September 11, 2026, active-
ly exploited vulnerabilities must be
reported to national authorities and
ENISA. See Article 14.

« From December 11,2027, all require-
ments of the CRA apply. The CE mark
will then document that a product
with digital elements meets the
requirements of the CRA.

From December 2027 onwards, the CRA will
simplify for operators of equipment cov-
ered by the NIS2 Directive the verification
of security along the supply chain.

Machine builder perspective: The EU
Machinery Regulation (2023/1230) [5], here-
inafter referred to as the Machinery Regula-
tion, emphasizes the importance of cyber-
security in the design and construction of
machinery. It stipulates that manufacturers
must ensure that their machinery is protect-
ed against cyber threats throughout its life
cycle, considering both functional safety
and cybersecurity. The machine regula-
tion also emphasizes ,protection against
corruption” for software and data, among
other things.

D

|

Providing security updates
throughout the product
lifecycle

Security information
in the user manual

CE marking

1.2 Requirements from the state
of the art

Although the author of article [6] ques-
tions whether standards sufficiently
describe the state of the art from a legal
perspective, standards will serve as the
main basis for the assessment in this
article. Figure 2 focuses on the manu-
facturer‘s perspective, showing the rela-
tionship between CRA and Machinery
Regulation in relation to the expected
standardization.

Figure 2 first illustrates that both the
CRA and Machinery Regulation define
OT security requirements. While the CRA
focuses entirely on security, it is only a
minor aspect of Machinery Regulation.
The remainder considers functional
safety.

It can be assumed that harmonized
European standards will be created to
implement the CRA and the Machinery
Regulation. These standards have not
yet been adopted. The authors assume
that these standards will essentially
be based on the existing standards IEC
62443-3-3 [7], IEC 62443-4- 1 [8] and IEC
62443-4-2 [9].

1.3 Effects of the requirements
on PROFINET security

In order to fulfill the legal require-
ments described, it is essential for
PROFINET to meet the basic require-
ments in terms of integrity, authentic-
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ity and, where applicable, confiden-
tiality in the area of industrial com-
munication. The specification work
for PROFINET security was started
several years ago and is available in
the PROFINET specification. The lat-
est version 2.4 MU6 [10, 11] was pub-
lished in summer 2025 and replaces
the version MUS.

100% Security

EN 50xxx ??*
harmonized EU standard

Additional
requirements

*) Standards not yet adopted

Cyber Resilience Act (CRA)

Figure 3 summarizes the factors influ-
encing PROFINET security. The NIS2
directive only has an indirect effect via
the requirement for supply chain secu-
rity. The CRA and Machinery Regulation
affect with their specific requirements,
both the product itself and the develop-
ment life cycle. IEC 62443-4-1 affects the
development life cycle, while IEC 62443-
4-2 affects the product itself.

Machinery Regulation

97% Safety

EN 50742 ??*
harmonized EU standard

IEC 62443-4-1, 4-2 und 3-3
international standard

Figure 2: How do the EU Machinery Regulation and the Cyber Resilience Act fit together?

The work was essentially based on
the requirements of IEC 62443-4-2
[9]. While some of the requirements
are fulfilled directly by the PROFI-
NET protocol, others that are not
PROFINET-specific must be fulfilled
by the manufacturers. Due to space
limitations this article cannot pro-
vide a complete list of the degree of
fulfillment of the requirements. Pl is
currently working on a corresponding
document.

NIS2 Directive

Cyber Resilience

Act (CRA)

Machinery
Regulation

2. 2 Description of PROFINET secu-
rity

The following chapter shows which
security features PROFINET uses to
technically implement the require-
ments defined in Chapter 1. PROF-
INET security is divided into classes
1 (Robustness), 2 (Integrity & Authen-
ticity) and 3 (Confidentiality). The
higher security class always includes
the requirements of the lower class.
Class 1 includes protection against

IEC 62443-4-1 IEC 62443-4-2

Security requirements for the product

PROFINET

Figure 3: Factors influencing PROFINET security

Security requirements for the product life cycle

known attacks, but no cryptographic
protection of data at protocol level.
Class 2 ensures the authenticity and
integrity of PROFINET communica-
tion. Class 3 provides, in addition to
class 2, encryption of the 10 data to
ensure confidentiality.

PROFINET Security does not consid-
er the protection of communication
between the controller and the engi-
neering tool. This is manufacturer
specific.

The specification of security class 1
is available in [12]. Class 2 and 3 are
specified and published with the
PROFINET protocol specification MU6
[10, 11] in summer 2025.

Plant operators should ask them-
selves which security class is required.
The confidentiality of data (class 3)
usually plays a subordinate role in the
industrial environment. Ensuring data
authenticity and integrity is much
more important, for which security
class 2 is sufficient. However, if con-
fidentiality is essential, for example
when transferring secret recipes, class
3 must be selected.

2.1 Securityclass 1

Class 1 - colloquially known as ,,robust-
ness* - offers three core functionalities
that enable a gradual improvement of
the existing zone protection.

1.DCP read-only mode: As soon as a
PROFINET Application Relation (PN-
AR) has been established between
the controller and the device, the
DCP command can only be used
for read-only access. This prevents
attacks in which the IP address or the
name-of-station is changed during
operation via DCP to cause commu-
nication interruptions.
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2.SNMP V1/V2 configuration: As the
SNMP V1/V2 network protocol used
by PROFINET does not offer authen-
tication, SNMP can either be com-
pletely deactivated via class 1, set to
read-only mode or the SNMP com-
munity strings can be individually
enabled for read or write access.

3.GSDX: In the past, end users had no
means of verifying the authenticity
of a GSD file - for example, whether it
originated from the specified manu-
facturer - or ensuring that its contents
(such as IDs, parameters, etc.) had
not been changed. The GSDX format
extends the existing GSD with a signa-
ture from the product manufacturer.
The GSD signing process is shown in
Figure 4. The manufacturer can sign
the GSD file and provide it as GSDX
using a Pl signing tool and its own
manufacturer certificate. Compatible
engineering tools can import GSDX
files and check signatures for authen-
ticity. The engineering tool does not
need to be connected to the Inter-
net for signature verification, as the
entire certificate chain is embedded
within the GSDX file. Figure 4 shows
the signing process of the GSD file
and verification by the user.

2.2 Security classes 2 and 3
Security class 2 ensures that attackers can-
not manipulate PROFINET-10 data unde-
tected. Class 3 offers additional encryption
to prevent attackers from interpreting the
data.

The core of security class 2 is the protection
of the PROFINET application relation (AR)
between controller and device, whereby
both endpoints authenticate each other
during start-up via X.509 certificates [13].
The EAP-TLS protocol is used for both
security classes 2 and 3. After successful
authentication, both participants negoti-
ate a common symmetric key for the data
transfer of record data, 1/0 data and alarms.

To maintain a high level of protection, the
symmetric key is updated at regular inter-
vals during communication.

The symmetric key is used to secure the
three communication relationships shown
in Figure 5. The protection of integrity and
authenticity is guaranteed for all three
communication relationships by means
of a message authentication code (MAC).
On the other hand, confidentiality is only
introduced in class 3 for the 1/0 data. An
overview of the different levels is shown
in Table 1. Authenticated and authorized
configuration can be used to deactivate
encryption for error investigations.

Ca

Manufacturer

GSD File

Engineering Tool
with GSDX check

between secure and non-secure subscrib-
ers. If this is not desired, the device can
be set to the state that only secure con-
nections to the device are permitted via
the so-called ,,security mode“ - not to be
confused with the security class.

2.3 Certificate management

To ensure secure communication within
a PROFINET 10 system, the devices are
equipped with certificates and private
keys in accordance with IEEE 802.1 AR
[14]. PROFINET Security considers the
following X.509 certificates:

Signing
Tool

R

Signed
GSDX file

Delivery (3
£

End user

Signed
GSDX file

R

Figure 4: Signing of the GSD file and verification by the user
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Figure 5: PROFINET Secure AR with multiple communication relationships

With security classes 2 and 3, it is also
possible to granularly control communi-
cation relationships (CRs) between secure
and non-secure subscribers. This allows
the operator to permit mixed operation

IDevID (Initial Device Identifier): This is
a persistent certificate that is initially
introduced into the device by the manu-
facturer and is managedin a TPM (Trust-
ed Platform Module) or another secure
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Table 1: Overview of security classes. Legend: (V) Mandatory, (-)

) Not supported (/|

) Function supported, can be activated through configuration

| GSD-files | Record Data CR /0-Data CR | AarmcR

Highest mutu-
ally supported
security class
(Highest security
class that both Integrity, Integrity, Confi- Integrity, Confi- Integrity, Confi-
T e authenticity authenticity dentiality | authenticity dentiality | authenticity dentiality
partners can
handle)
v - v - v -
v v v v v v

element. The certificate is usually signed
via the manufacturer‘s PKI. The IDevID
has no direct function for PROFINET
security, but it can be used to securely
onboard the device with the operator.

LDevID-Generic (Local Device Identifier
- Generic): This certificate is placed on
the device by the system operator and
forms the further basis for inserting or
exchanging the LDevID-PN certificate.

LDevID-PN (Local Device Identifier
- PROFINET): This certificate is appli-
cation-specific and is used for mutual
authentication between the PROFINET
controller and device in PROFINET
Security.

With the introduction of PROFINET
security classes 2 and 3, the so-called
PROFINET Security Configuration Man-
agement (SCM) was created. This pro-
tocol extension enables the protected
handling of sensitive security-relevant
data. A newly defined functional unit,
the Security Infrastructure Handler
(SIH), plays a central role in this process,
being responsible for initiating and con-
trolling the exchange of SCM protocols
between the PROFINET components
involved.

The SIH‘s tasks include providing,
updating, removing and deactivating
security configurations, certificates,

keys and trust anchors. In practice,
this functionality is usually integrated
directly into the PROFINET controller
but can also be provided by special
engineering or diagnostic tools.

3. Security planning of a PROFI-
NET system

To fulfill the requirements described in
Chapter 1, generic tasks must be carried
out as part of the planning in addition to
the technical properties of the compo-
nents used. These are described briefly
below:

+ Determining the parts and compo-
nents that need to be considered
during the security planning process.

« ldentification of existing documents
that have been created by the cus-
tomer or system operator, such as
risk assessments or the definition of
the security context.

« Definition of the security context: This
comprises the risk assessment and
the protective measures resulting
from the system‘s operating environ-
ment. Factors such as the location,
intended use, operating conditions,
external protective measures and
known threats all play a role.

« Carrying out a threat and risk analy-
sis, e.g. in accordance with IEC 62443-
3-2 [15] or VDI 2182 [16]: The aim of
this analysis is to identify potential
hazards for the automation system

or production plant. A risk analysis is
prepared on the basis of the possible
extent of damage and the probability
of the event. If necessary, risk minimi-
zation measures are defined, and the
required security level is defined in
accordance with IEC 62443.

« Development of the defense-in-
depth concept [17]: This concept is
based on the implementation of mul-
tiple security layers to ensure a high
level of protection and minimize the
impact of individual security compo-
nents failing. The overall security of
the system is increased by combining
various protective measures at dif-
ferent levels.

» Network planning and definition of
zones and conduits: Among other
things, OT security is based on the
segmentation of networks in order to
protect the automation network from
external threats. These different net-
work segments are defined as zones.
A conduit represents a logical grouping
of communication channels that fulfill
security requirements for the connec-
tion between two or more zones. For
an explanation of zones and conduits,
see |[EC 62443-1-1[18].

« Definition of basic security features
for the automation system or produc-
tion plant.

« Planning of specific PROFINET securi-
ty functions according to the require-
ments. See the following section.



« Document the results of the planning
process.

+ Obtain approval or sign-off from the
customer or plant operator for the
defined security planning.

For further details on planning, please
refer to IEC 62443-2-4 [19]. The plan-
ning steps described here are useful
for preparing the planning-specific
steps for fulfilling the legal and nor-
mative requirements in accordance
with chapter 1. The steps described
are independent of the communication
system used and therefore independ-
ent of PROFINET. The following section
describes the PROFINET-specific plan-
ning steps.

Planning secure communication with
PROFINET: PROFINET devices that use
PROFINET Security are supplied with a
digital certificate from the manufactur-
er (IDevID) and receive a second digital
certificate from the system operator
(LDevld). The verification of the man-
ufacturer certificate and the provision
of the system operator certificate
must be planned, and the correspond-
ing infrastructure must be in place for
commissioning.

+ GSDX files for PROFINET devices:
PROFINET devices that support secu-
rity are supplied with digitally signed
GSDX files. These files are imported
by the engineering tool. During the
planning process, it must be ensured
that digitally signed GSDX files are
available.

+ Planning of security relationships:
The automation system to be planned
usually consists of PROFINET securi-
ty supported devices and may also
contain devices that do not support
security (legacy devices). The appli-
cation relationships must be planned
accordingly. All devices that support
security must be configured to use a

protected application relationship.

+ Planning the logging of security
events: Capturing and logging secu-
rity-related events provides helpful
information for anomaly detection
and forensic investigations. PROFINET
devices support the logging of events.
Plans should be made to collect these
events and transmit them to a security
information and management system
(SIEM).

PROFIBUS & PROFINET Internation-
al is currently working on a ,Security
Planning Guideline“ to support users
regarding security planning.

4. PROFINET security as an ena-
bler for secure production

The increasing networking of industrial
automation systems requires the sys-
tematic implementation of cybersecu-
rity measures along the entire life cycle
of components and systems. PROFINET
Security offers a tiered security concept
for this, which is based on the require-
ments of the IEC 62443 series and is
divided into three security classes.
The regulatory requirements from the
NIS2 Directive [1], the Cyber Resilience
Act (CRA) [4] and the EU Machinery Reg-
ulation [5] require operators, integra-
tors and component manufacturers to
implement technical and organization-
al measures. The first secure solutions
can already be implemented today with
PROFINET security class 1 and suitable
network segmentation. Specifically,
these include:

« CRA

+ Integrity protection of commu-
nication

« Partial fulfillment of the require-
ments of IEC 62442-4-2 insofar as
they can be fulfilled by the PROF-
INET protocol. It is assumed that
essential requirements from this
standard will become part of the

harmonized EU standards.

« Security by default

+ Protection against unauthorized
access

+ Confidentiality and integrity of
communication

+ Minimization of data volume

« Limitation of the attack surface

+ Recording and monitoring of se-
curity-relevant events

+ NIS2
« Support for operators regarding
supply chain security

« Machinery regulation
+ Protection of communication
against intentional or uninten-
tional corruption
« Protection against attacks by ma-
licious third parties

However, future requirements, par-
ticularly regarding flexible IoT struc-
tures, can only be met by imple-
menting PROFINET security classes
2 and 3. In addition, compliance with
the secure development processes
defined in IEC 62443-4-1 on the side of
the manufacturer contributes to sup-
porting the security required by the
NIS2 directive along the supply chain
from the operator‘s point of view.

PROFINET security is a central compo-
nent for safeguarding modern produc-
tion systems. Secure data collection
and processing is a prerequisite for
compliance with regulatory require-
ments, as well as for the technical
implementation of digitalization strat-
egies. This includes the optimization
of production processes, the inte-
gration of IT and OT systems and the
reconciliation of physical and digital
production levels.

To ensure the availability of compliant
devices in the PROFINET security eco-
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system, component manufacturers
must be involved in the implementa-
tion and interoperability tests (plug-
fests) at an early stage. Close coop-
eration between all stakeholders,
manufacturers, PROFIBUS & PROF-
INET International (Pl) committees
and operators creates the technical
basis for secure, legally compliant and
future-proof industrial automation.

IEC 62443 Security of industrial
automation and control sys-
tems as a basis for PROFINET
security implementation

The PROFINET specification MU 2.4
MUG [10, 11] of PROFIBUS & PROF-
INET International (Pl) (published in
summer 2025) defines the require-
ments for the security of PROFINET
devices, in particular for security
classes 2 and 3.

IEC 62443-4-1 [8] focuses on the
secure product development process
at the component manufacturer and

ensures that components are secure
throughout their entire life cycle.

IEC 62443-4-2 [9] specifies the tech-
nical security requirements for the
implementation of security classes
2 and 3 for the integrity, authen-
ticity and confidentiality of com-
munication for PROFINET security
components.

IEC 62443-3-3 [7] describes the
requirements that a system integra-
tor must implement with regard to
access, confidentiality, integrity and

Configuration of automation system and defense-in-depth concept
in accordance with IEC 62443-3-3, security processes in accordance

with |EC 62443-2-4

PROFINET component

PROFINET
Specification +
GSD Signature

IEC 62443-4-1

Secure development lifecycle

IEC 62443-4-2
Component
requirements

availability from a solution perspec-
tive. The PROFINET Design Guideline
Security defines the technicalimple-
mentation or additionally required
organizational measures (to be pub-
lished in autumn 2025).

IEC 62443-2-1 [20] defines the oper-
ator‘s view of security and the
implementation of ISO 27001/2
ISMS security guidelines and proce-
dures for the operation of plant and

machinery.

IEC 62443-2-3 [21] explains as a tech-
nical report a set of rules for the
release and installation of regular
security updates and measures for
software maintenance to ensure a
high level of security in the long term.

IEC 62443-2-4 [19] defines the ability
to safely commission and maintain
systems.

These standards are supplemented
by the PROFINET-specific regulations
in the planning and commissioning
guideline. To facilitate the implemen-
tation, conformity and interoperability
of devices and systems developed in
accordance with the PROFINET Secu-
rity Specification, PROFIBUS & PROF-
INET International has published an
IEC 62443 white paper [22], in which
PROFINET Security is categorized in the
context of IEC 62443. Figure 6 shows
the interaction between the players in
the security process and the associated
parts of the IEC 62443 standard.

Responsibility

Manufacturer

System Integrator

Figure 6: Responsibilities and associated parts of the standard in the security process
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