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Abstract

IT security in production plants is becoming increasingly important. Statistics confirm a de-
teriorating threat situation in the field of industrial automation technology. In future, the
European Union will require certain minimum standards for systems in critical infrastruc-
ture and other areas via the NIS2 Directive. Planners and operators of production facilities
are therefore required to address the IT security of their production facilities (hereinafter
referred to as OT security) and systematically integrate it into their processes.

The IEC 62443 series of standards was designed specifically for use in production plants and
therefore considers the requirements for industrial real-time environments. In addition
to requirements for manufacturers of automation components, the standard also defines
requirements for planners and operators of automation systems. This document focuses
on the role of planners and operators in theOT security process.

After a differentiation between OT security and IT security in chapter 2, an introduction to
the IEC 62443 standard follows in chapter 3. Chapter 4 then describes the tasks of the
system planner. Among other things, the tasks of the system planner, such as the creation
of arisk and threat analysis and thedefinition of a defense-in-depth concept, are discussed
here. This is followed in chapter 5 by the tasks of the asset owner. These tasks include,
for example, setting up an information security management system (ISMS), creating and
maintaining an asset inventory and installing software updates (patch management).
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1. Introduction

IT security in production plants is becoming increasingly important. Statistics confirm a deteriorating
threat situation in the field of industrial automation technology [TRE2022]. In future, the European Un-
ion will require certain minimum standards for systems in critical infrastructure and other areas via the
NIS2 Directive [NIS2_en]. Planners and operators of production facilities are therefore required to ad-
dress the IT security of their production facilities (hereinafter referred to as OT security) and systemati-
cally integrate it into their processes.

The IEC 62443 [ISA2025] series of standards was designed specifically for use in production plants and
therefore considers the requirements for industrial real-time environments. In addition to requirements
for manufacturers of automation components, the standard also defines requirements for planners and
operators of automation systems. This document focuses on the role of planners and operators in the
OT security process.

After a differentiation between OT security and IT security in chapter 2, an introduction to the IEC
62443 standard follows in chapter 3. Chapter 4 then describes the tasks of the system planner. Among
other things, the tasks of the system planner, such as the creation of a risk and threat analysis and the
definition of a defense-in-depth concept, are discussed here. This is followed in chapter 5 by the tasks
of the asset owner. These tasks include, for example, setting up an information security management
system (ISMS), creating and maintaining an asset inventory and installing software updates (patch man-
agement). The document concludes with a summary.

Wherever possible, references are made to further literature sources. The list of sources can be found in
the bibliography in chapter 10.
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2. Differentiation between OT and IT security

In the area of information security, a distinction is made between IT (Information Technology) and OT
(Operational Technology). The Gartner Group [GAR2021] differentiates between IT and OT according to
the characteristics listed in Table 1.

Table 1: Differentiation between IT and OT according to [GAR2021]

Domain Definition according to the Gartner Group Application example

IT "IT" (Information Technology) is the com- e Workstations
mon term for the entire spectrum of tech- e Laptops
nologies for information processing, in- e Web servers
cluding software, hardware, e Mail servers
communication technologies and related e SAP systems
services. In general, IT does not include e File servers
embedded technologies that do not gen- e Networks

erate data for enterprise use.

oT Operational Technology (OT)) is hardware e Programmable logic controllers
and software that detects or causes a (PLC)
change, through the direct monitoring e Display systems (operator panels)
and/or control of industrial equipment, as- e Servers for production control
sets, processes and events. e Industrial robots

e Remote IO systems

e Real-time networks and other net-
works for communication with au-
tomation components.

Operational Technology (OT) essentially refers to automation technology components. The special re-
quirements of OT are:

e Real-time communication is essential for the functionality of an automation system and there-
fore for the production plant.
e Inthe process industry continuous, uninterrupted operation of the systems must be assumed.
e Itis only possible to install software patches during operation of the system to a limited extent.
e Communication integrity protection is required.
¢ Fulfillment of the essential safety requirements:
- Availability
- Integrity
- Authenticity
- Confidentiality
- Non-repudiation
These requirements mean that certain aspects of OT security (e.g. patch management) must be handled
differently than in IT. In principle, however, there are also many similarities, e.g. in the establishment and
maintenance of an Information Security Management System (ISMS).
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3. The IEC 62443 series of standards

The following chapter is dedicated to the IEC 62443 series of standards [ISA2025]. Chapter 3.1 begins
with an overview of the standard. Chapter 3.2 then deals with the roles in the OT security process. This
is followed by a description of the interaction of the stakeholders in the OT security process in chapter

3.3.

3.1. Overview of IEC 62443

The IEC 62443 series of standards covers the security (OT security) in the field of automation technol-
ogy (Industrial Automation and Control Systems — IACS). The series of standards addresses the compo-
nents that are required for the operation of an automated production system. This includes both hard-
ware and software components. Furthermore, the organizational processes for the installation and
operation of a control system are also included.

General
principles

IEC/TS 62443-1-1

Concepts and
models

Operator +
service provider

Sec. Prog. Req.
for ass. owners

Requirements for
automation systems

IEC/TR 62443-3-1

Security tech-
nclogies f. IACS

Requirements for
automation
components

IEC/TS 62443-4-1
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requirements
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methodology
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Implementation
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Figure 1: Overview of the IEC 62443 series of standards, based on [DKE2024]

Figure 1 provides an overview of the IEC 62443 series of standards. The series can be divided into four

main categories:

e Parts 1-1 to 1-5 - General principles: these documents define the terms and principles related to
OT security. Currently, only Part 1-1 and Part 1-5 are publicly available.

e Parts 2-1to 2-5 - Operators and service providers: These parts are relevant for system opera-
tors and service providers. These parts define, for example, the security management process,
guidelines for patch management and requirements for service providers (e.g. maintenance per-
sonnel). Part 2-2 also deals with the classification of technical security features and the maturity
level of the organization. The Parts 2-1 to 2-5 of the standard will be discussed in more detail in
the chapters 4 and 5 of this document, which deals with the tasks of integrators and system op-

erators.
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Parts 3-1 to 3-3 - Requirements for automation systems: These parts are important for the
planning of an automation system. They provide information on the risk management process
(Part 3-2) and on the requirements for system security (Part 3-3). These parts are relevant to
chapter 4 of this document, which deals with the process of designing a system securely.

Parts 4-1 to 4-2 - Requirements for automation components: These two parts define the secure
development life cycle for automation components (Part 4-1) and the technical requirements for
automation components (Part 4-2). These two parts are relevant for manufacturers of compo-
nents for automation systems and are therefore not considered in detail here.

Parts 5-1 and 5-2: These parts are not yet available. It is planned to describe profiles that sup-
port the application of the standard in different areas, e.g. industrial automation, process in-
dustry, medical or railroad technology.

Parts 6-1 and 6-2 - Evaluation methodology: These two parts describe conformity criteria and
possible proofs of conformity. No new requirements are defined, but it is described how con-
formity with the requirements of the IEC 62443 standard can be evaluated. Part [IEC_62443-6-1]
deals with the evaluation methodology for service providers, part [IEC_62443-6-2] with the eval-
uation of the requirements for automation components.

In addition to the OT security standard IEC 62442, the ISO 27000 series of standards is also frequently
used in relation to security. While IEC 62443 focuses on OT security, [ISO_IEC_27001] deals with general
aspects of information security. Anyone interested in the areas of application and the differences can
find further information in the white paper "Differentiation of the IT security standard series ISO 27000
and IEC 62443" [NIE2021]. In addition to the standards described, further documentation on OT security
is available, e.g. in the NIST "Guide to Operational Technology (OT) Security" [NIST_SP_800-82].

3.2. Theroles in the OT security process

[IEC_62443-4-1] defines various stakeholders in the security management process. These are:

System operators and service providers who support the system operator in operating the sys-
tem. These can be companies who carry out maintenance tasks, for example.

System integrators and automation system planners who design, install and commission auto-
mation systems and production facilities.

Product and system suppliers, who develop and distribute components of automation systems
as well as complete automation systems and supply the systems with updates and the opera-
tors with security advisories.

Figure 2 shows the various players and their role in the OT security process. The parts of IEC 62443 that
are relevant for the respective stakeholders are listed on the right-hand side of Figure 2.
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Figure 2: Stakeholders in the OT security process and assigned parts of IEC 62443 (derived from
[IEC_62443-4-1])

3.3. Interaction of stakeholders in the OT security process

It can be seen in Figure 2 that various parts of IEC 62443 are relevant for the different stakeholders. It is
assumed that the production plant under consideration should comply with the requirements of IEC
62443. Therefore, the term "must" will be used in the following text. Overall security is only guaranteed if
the partial services for manufacturing the components, planning and constructing the system and oper-
ating it comply with the standard.

e Plant operator: The plant operator focuses on setting up the industrial security program in ac-
cordance with [IEC_62443-2-1] in his plant and classifies the level of maturity achieved in accord-
ance with [IEC_62443-2-2]. He must plan and monitor patch management [IEC_TR_62443-2-3]
and must define and monitor the security requirements for service providers (e.g. service,
maintenance and commissioning personnel) working in the system in accordance with
[IEC_62443-2-4].

e System integrator: The system integrator / system planner designs, installs and commissions
automation systems. If the system integrator works as a contractor, he must comply with the
security rules for service providers in accordance with [IEC_62443-2-4]. As part of the planning
process, a risk assessment of the automation system must be carried out in accordance with
[IEC_62443-3-2]. This task is usually carried out in cooperation / with the support of the system
operator. During planning, the system integrator must observe the system security require-
ments defined in [IEC_62443-3-3].

e Product supplier: The product supplier must be familiar with the system-wide security require-
ments in accordance with [IEC_62443-3-3], as the component requirements were derived from
this standard. The supplier must qualify his R&D and product management organization in ac-
cordance with [IEC_62443-4-1]. Product-specific requirements relating to the automation com-
ponents are defined in [IEC_62443-4-2].

The various parties involved must comply with the processes defined in IEC 62443 in their area of
responsibility and fulfill the requirements to produce compliant components and systems within
the scope of IEC 62443.
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The role of the product supplier is not considered further in the rest of the document.

3.4. The security levels in IEC 62443

The security levels are defined in [IEC_62443-3-3]. The standard recognizes three types of security levels
(SL): security level to be achieved (target security level), security level achieved and achievable security
level (Capability SL). These three types relate to the different phases of the secure development lifecy-
cle.

e The Target SL (SL-T ) describes the desired security level of a system. The SL-T is usually defined
as part of the risk assessment. The security context and the threats posed by the environment
of the system play a role here.

e The Achieved SL (SL-A ) defines the achieved security level of the system under consideration.
This can be determined after the system has been specified and after the system has been im-
plemented. By determining the SL-A, it is possible to determine whether a system fulfills the re-
quirements defined in the SL-T.

e The Capability SL (SL-C) (achievable SL) is the security level that a component or system can
deliver if configured correctly. The SL-C indicates that a specific component or system can
achieve the target SL (SL-T) on its own without additional measures if it is configured and inte-
grated correctly.

The SLs described above are applied in the various phases of the OT security lifecycle. Starting with the
target for a given system, the operator and/or system integrator will create a design for the automation
system based on the requirements of the process to be automated and its potential risk to personnel
and the environment. A specification for the SL-T is created on this basis. The system is then designed
in such a way that the desired SL-T can be achieved. This is often an iterative process in which the
achieved SL (SL-A) of the design is measured after each step and compared with the SL-T.

The standard [IEC_62443-3-3] also defines a vector format for the joint representation of the three secu-
rity level types. This format will not be discussed in more detail here. Table 2 shows the definition of the
security levels in accordance with [DIN_EN_IEC_62443-3-3]. A more precise definition can be found in An-
nex 3.2 of the standard.
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Table 2: Definition of the security level according to [IEC_62443-3-3] Chapter 3.3

SL Description

Prevent unauthorized disclosure of information by eavesdropping or accidental exposure.

Prevent unauthorized disclosure of information to a unit actively seeking it by simple means
with low effort, general skills and low motivation.

Prevent unauthorized disclosure of information to an entity actively seeking it with sophisti-
cated means and moderate effort, IACS-specific skills and medium motivation.

Prevent unauthorized disclosure of information to an entity actively seeking it with sophisti-
cated means and considerable effort, IACS-specific skills and high motivation.

As arule, operators and planners are faced with the question of which security level is appropriate for a
"normal" production facility. There are various publications that deal with this issue. Reference is made
here to [EHR2023], [FUH2016] and [ISA2024]. In summary, the authors of the cited publications consider
SL2 to be suitable for automation applications without special security requirements.
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4. The tasks of the system planner according to
IEC 62443

In the IEC 62443 standard, the role of the system planner is also referred to as the integration service
provider (service provider) or, more colloquially, the system integrator. The system planner plans the
automation system according to the system operator's specifications. The system planner must take
the OT security requirements into account in the planning process.

4.1. Relevant parts of the IEC 62443 standard for system
planners

The following parts of IEC 62443 are relevant for the work of the system planner as shown in Figure 2:

[IEC_62443-2-4]: This part of the standard deals with requirements for planning and mainte-
nance service providers. The standard includes mastery of the security processes, appropriate
qualification and instruction of personnel with regard to OT security requirements, protection
of sensitive data, employee screening, provision of tools for OT security, knowledge of harden-
ing automation systems, knowledge of risk assessment, knowledge of network design, etc. This
standard is therefore essentially about the required qualification of an engineering service pro-
vider / system planner. If an operator carries out system planning in-house, its planning person-
nel should have the appropriate qualifications.

[IEC_62443-3-2]: This part of IEC 62443 deals, among other things, with risk management and
risk assessment of automation systems and specifies the requirements for:

o "The definition of a system under consideration (SUC, SUC) for an industrial automation
system (IACS).

o Thedivision of the SUC into zones and conduits. A conduit is a logical grouping of com-
munication channels to connect two or more zones with common security require-
ments.

o Assessing the risk for each zone and each conduit.
o The definition of the security level to be achieved (SL-T) for each zone and each conduit.
o The documentation of the security requirements ."

The system planner will work on these tasks as part of the planning process.

[IEC_62443-3-3]: This part of the standard defines the technical security requirements for the
plant to be planned. This part of the standard defines detailed technical system requirements -
SR for the automation system based on seven foundational requirements — FR. This includes the
definition of the requirements in relation to the security level to be achieved, SL-C by the auto-
mation system. The foundational requirements are:

o ldentification and authentication control (IAC)
o Use control (UC)

o System integrity (SI)

o Data confidentiality (DC)

o Restricted data flow (RDF)

o Timely response to events (TRE)
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o Resource availability (RA)

The system planner defines the system structure based on the requirements of this part of the standard
and determines the required security properties of the components used and the required security
properties of the environment.

4.2. The tasks of the system planner in detail

The OT security design process from the perspective of a system planner (system integrator) includes
the tasks described in the following sub-chapters during the planning phase. These tasks are carried out
in coordination with the plant operator, who is usually also the client.

Process step

@ Output

Input

Ve B
Recording of all existing List of all existing
Existing documents, records, documents
documents specifications
8 J 7
- []
Pre-planning Definition of object of Systgm uncljer
consideration consideration
I« ~ U . 7
Environment, p
legal req., Description of
existing Develop security context security context
protection \ )
— 4 —
P
Tliegte . . Risk and threat
Carry out risk and threat analysis ——— analysis
7 _ >y V
All previous )
rzsults Develop defense in depth Defense in depth
concept concept
I 7
All previous ( ) Detailed
results Creating the detailed plan planning for
L ) security
. 7 . 7

Figure 3: Flow chart for the system planner in the security planning process (image based on
[IEC_62443-3-2])

Figure 3 shows the main steps of the security planning process. The individual planning steps are ex-
plained in more detail in the following subsections.

4.2.1. Identification of existing documents of the client / system operator

The first step in the planning process is to determine what information the client can provide to the sys-
tem planner. This involves concepts that have already been developed, descriptions of interfaces to
other parts of the system or existing preliminary investigations relating to OT security, e.g. specifica-
tions on protection requirements or risk analysis that have already been carried out . The existing infor-
mation should be recorded and inventoried. It is then available as input for further planning steps.
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4.2.2. Definition of the object under consideration (system under consideration)

The basis for the following planning steps is initially the definition of the scope of delivery and the com-
ponents/system parts that must be considered during the security planning process. The definition
ends with a definition of the "System under Consideration" for further security planning. It is important
here that system boundaries and interfaces to other systems are defined and documented. The basis
for these tasks can be, for example, a tender or preliminary planning by the client, in which the system
structure has been fundamentally defined.

4.2.3. Definition of the security context
The security context is defined as follows according to [IEC_62443-1-1]:

"The security context forms the basis for the interpretation of terminology and concepts and
shows how the various elements of security relate to each other. The term security is under-
stood here to mean the prevention of illegal or unwanted intrusion into an industrial automation
and control system or the disruption of proper and intended operation.”

The next step is to define the security context of the system. The security context describes both the
risk and the protection factors that are determined by the environment in which the system is operated.
This may include location, intended use, operating environment , external protective measures outside
the area under consideration and known threats.

Examples of properties of the security context are for example an existing perimeter protection (fence
around the factory premises), a video surveillance system or the use of locked control cabinets. How-
ever, the security context also includes known threats, such as regular access to the plant, e.g. by visi-
tors or suppliers. Legal and regulatory requirements are also included in the security context.

Internet connection protected by firewall

Nl

+—Site protected by fence, video and plant security

@ I:I OT area separated from IT area by firewall
Communication cables protected in the building
(=] B Switch cabinet is located in a locked
T buildlng
PLC PLC is located in a locked control cabinet.

switch cabinet. Direct access not possible

Figure 4: Example of the security context of a PLC

Figure 4 shows an example of the security context of a PLC. The environment in which the PLC is oper-
ated already offers a certain degree of protection against possible attacks. For example, a direct attack
on the PLC via the control panel or manipulation of the cabling is no longer possible because the PLC is
operated in a locked control cabinet. Further protective measures supplement the protection of the
PLC. It should be noted that when considering the security context, not only possible protection from
the environment, but also possible threats must be considered.
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The result of this step is the description of the security context. This is required for the following risk
and threat analysis in chapter 4.2.4.

4.2.4. Risk and threat analysis
The [IEC_62443-1-1] says about risk and threat analysis :

" Within the threat-risk assessment process, assets are subject to risks. These risks are in turn
minimized through the use of countermeasures, which are applied to address vulnerabilities
that are used or exploited by various threats.”

The risk and threat analysis is intended to determine which threats an asset is exposed to. The threats
are evaluated in terms of the probability of occurrence and the extent of damage and quantified in the
form of a risk.

This analysis should identify threats to the automation system or production plant. A risk is defined
based on the extent of damage and the probability of damage. If necessary, risk-reducing measures
must be defined. Based on the identified risks, the required target security level (SL-T ) is defined for the
zone under consideration. The procedure for carrying out a risk and threat analysis can be found in
[IEC_62443-3-2]. The standard [VDI_2182_1_en] also provides good information on carrying out risk and
threat analyses. Suggestions for the tabular documentation of the results can also be found there. Fur-
ther parts of the standard then describe examples from the manufacturing and process industry for
manufacturers, planners and operators.

The risk analysis should be carried out by an interdisciplinary team. Typical roles in this team are accord-
ing to [VDI_2182_1_en]:

o “Decision-maker: Initiator and at the same time decision-maker for the project. The decision-
maker determines whether the process is initiated and which of the overall solutions will be im-
plemented in the company. Examples: Managing director, line manager.

e Security expert: The security expert acts as a consultant for all security-related IT issues. Their
main task is to identify potential threats and threat scenarios for assets, particularly in automa-
tion applications, and to suggest possible countermeasures. Examples: OT security consultant,
security administrator.

e System expert: OT security-relevant questions in an automation system can only be answered in
conjunction with technical system knowledge. It is therefore necessary to involve an expert in
this field in the process, who acts as a consultant for system-relevant questions. The effective-
ness and feasibility of protective measures can only be assessed with his/her help. Examples:
System administrator, developer, integrator.

e Application expert: In addition to technical system knowledge, knowledge of the entire automa-
tion application is also important for the execution of this process. The application expert
therefore has an overview of all systems that are relevant for a specific application and knows
the overall process and the interrelationships. Examples: Product manager, process engineer.

e Coordinator: The coordinator is the active driver of the process. As such, he/she monitors, man-
ages, coordinates and controls the process flow and the players involved. This role is responsi-
ble for the overall process and acts as a moderator and leader of meetings that take place
within the process. Examples: Project manager, project leader, development manager, line man-
ager.

e Process auditor: The process auditor checks all steps of the described process model that have
led to the security solution. Examples: external/internal auditor."

The following description assumes that the risk analysis is carried out by the system integrator. How-
ever, the system operator's input and personnel must be included in the process.
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Structural analysis: A detailed structural analysis should be carried out before the process model is
used. This includes a description of the system under consideration and its operating environment. The
parameters, functions, interfaces and data flows of the system under consideration should be defined.
Application specifics and the network infrastructure should also be described. Visual representation
helps to illustrate communication connections and interactions with the operating environment.

Identifying the assets: The next step is to identify the assets. Assets can be, for example: PLCs, operat-
ing panels, network components, remote I0s, actuators, sensors, panel PCs, PCs used as operating sta-
tions or engineering stations, but also servers. The list of assets can also include intangible assets such
as legal positions, intellectual property or others.

Threat analysis: The threat analysis systematically identifies potential organizational, technical and
user-related causes of threats. The team must understand the potential vulnerabilities and services of
the inspection target. The team can use available threat catalogs such as [BSI2023] (see chapter elemen-
tary threats) or [MIT2023] as a basic reference. These catalogs provide typical threat scenarios but
should be supplemented by specific application knowledge and expertise of the analysis team. The work
should consider the security objectives of the installation. These objectives may be different for differ-
ent parts of the facility as they may require different levels of protection.

Risk analysis: In this phase, a clear threat matrix should be created that shows which security objectives
are affected by the individual threats. This should include both typical threats and their sources, includ-
ing the actions of authorized and unauthorized users, attackers and malware. This assessment must
consider all current countermeasures. The identified risk is analyzed based on the potential damage and
the probability of occurrence.

Identification of protective measures: In this step, the necessary countermeasures against threats and
their implementation are outlined. Catalogs are used to select suitable measures for all significant risks
that need to be mitigated. One or more measures apply to each risk and it must be determined whether
single or multiple measures are required. The aim is that the proposed measures reduce the risk suffi-
ciently so that no further mitigation measures are required. Countermeasures should be assessed using
the same classes as in the risk analysis (low, medium, high). Often several countermeasures can target
the same risk. In addition, the costs associated with a countermeasure, even if it covers multiple
threats, should be considered to assess the overall cost-effectiveness.

Selection of protective measures: In this step, countermeasures are selected from a predetermined list
that balance cost effectiveness and efficiency. The optimal solution is in line with the company's objec-
tives and security policies. If several cost-comparable counter measures exist, the most suitable one
should be selected. Solutions with the same costs may incur different types of expenses, such as depre-
ciation or personnel. The decision should consider cost effectiveness, strategic requirements, feasibility
and extension to potential future requirements.

Plan implementation: The selected protective measures must be integrated into the overall planning
process of the automation system/production plan.

Process audit: The process audit can be carried out during or after the commissioning phase. See chap-
ter 10.5.

An equivalent analysis in accordance with [IEC_62443-3-2] can be carried out in parallel to the risk analy-
sis described above. The procedure is shown in Figure 5.
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Figure 5: Risk analysis according to [IEC_62443-3-2]
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The flow chart for analysis according to this standard is more comprehensive but generally provides the
same results. An additional topic covered by the analysis in accordance with [IEC_62443-3-2] is the defi-
nition of a target security level (SL-T) in accordance with chapter 3.4, Table 2. It should be noted that the
SL-T can be different for different zones of the system. Parts of the system with a higher protection re-
quirement may require a higher SL-T than parts of the system with a lower protection requirement. In
addition, the SL-T can be defined differently for individual requirements if necessary. This is the case,
for example, if individual requirements are of particular importance for certain parts of the system.

4.2.5. Defense in Depth Concept

The Defense In-Depth approach [DHS2016] is based on the use of multiple layers of security to prevent
the failure of a single security component. By combining the various measures at different levels of the
system, the level of protection is increased for the entire system by creating appropriate zones. Figure 6
shows an example of the logical and physical trust boundaries for an automation system.
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Figure 6: Trust boundaries and zoning in an automation system

In Figure 6 one of the zones is shown in yellow. This zone is framed by the logical/physical trust bound-
ary 1. The physical trust boundary is formed, for example, by a fence around the factory premises in con-
junction with a monitoring system and an access-monitored premises. The logical trust boundary 1is
formed by the company firewall. The logical/physical trust boundary 2 frames the zone marked in green.
This can be formed, for example, by a production building with access monitoring. Logical trust bound-
ary 2 forms the OT firewall. The physical trust boundary 3 could, for example, be formed by a locked
switch cabinet or a locked control room within the production building, which protects the automation
components against physical access. Logical trust boundary 3 is formed, for example, by cryptograph-
ically secured communication within the automation network, e.g. PROFINET communication in conjunc-
tion with PROFINET security [PNO2019]. Figure 6 shows how the various protective measures comple-
ment each other as part of the defense-in-depth concept.

As part of planning in accordance with [IEC_62443-3-3], the defense-in-depth concept is supplemented

by the zone and conduit concept. The following steps are recommended for implementing the zone-
and-conduit concept:

1. Plan the network and define the zones and conduits: Security is based on the separation of net-
works (e.g. by firewalls) to protect the automation network from external threats. The sepa-
rated parts of the network are called zones. A conduit is a logical grouping of communication
channels to connect two or more zones that have common security requirements.

2. Plan general security features for the automation system / production plant based on the risk
and threat analysis.

3. Document the results of the planning process.
4. Obtain approval / sign-off from the customer / plant operator.

Further tasks for the system integrator, such as safe commissioning and system hardening, follow in
later chapters of this document (see chapter 4.3).
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4.2.6. Creating the detailed planning

Based on the preliminary work, a detailed plan is then created which implements the security require-
ments of [IEC_62443-3-3]. This includes, for example, specifying which communication protocols are to
be used in which form and which automation components with which properties are to be used.

Furthermore, as part of the detailed planning, a plan should also be drawn up for the hardening of the
system during commissioning and the information required for this should be obtained. Hardening
means switching off services and functions that are not required and selecting configuration settings
that are as secure as possible, e.g. for the operating system of PCs. There are several documents on
hardening automation systems, some of which are mentioned here: [BSI2021b], [BSI2021a], [NAM2017],
[NIST_SP_800-82], [PUL2025], [ZOR2025].

4.2.7. Results of the planning process
The planning work described in the previous steps leads to the following results:
e List of all existing documents
e Description of the system under consideration
e Description of the security context
e Risk and threat analysis
e Defense in depth concept with zoning and target security level SL-T
e Detailed security planning

The results should be documented and archived for later use. In the event of significant changes or after
a certain period, risk and threat analysis should be updated.
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4.3. Interaction of the planner with the other responsible
parties in the OT security process

Figure 7 shows the interaction between the operator, planner and manufacturer in the OT security pro-
cess.

« Asset list (if not available)

+ Definition of object of

consideration * Requirements

+ Security context + Request for information
* Risk analysis

+ Defense in depth concept

Operator Planner Manufacturer

» Information Request

+ Specifications » Products

Preliminary planning » Support
* SW patches

* Security Advisories

Information about the
environment

* Security requirements

Information on the
delimitation of tasks

Figure 7: Interaction between planner, operator and manufacturer

The operator, who is usually also the client for the planner, provides the planner with existing prelimi-
nary plans and considerations and makes specifications for the planning process. At the same time, he
provides information about the operating environment, as the planner needs to know this for risk as-
sessment. Furthermore, the planner must define which tasks he himself and which tasks the planner
should take on in the security process. Both the operator and the planner are in contact with the manu-
facturer who will supply the automation system or essential parts of it. Essentially, the manufacturer is
asked to fulfill security requirements and provide technical information, which is then supplied to the
operator and/or planner. In addition, the manufacturer provides security advisories and the associated
software patches when vulnerabilities occur.

4.4. Proposal for the realization of the security
requirements

It is proposed to carry out the planning process as shown in Figure 3. The main steps described there
are broken down into work packages as shown in Table 3.

Table 3: Work packages for the security planning process

Step Task Responsible
Definition of the tasks for the planner, delimitation of Operator
the tasks of the operator and planner, commissioning

of the planner to the agreed extent.

Recording and inventory of all necessary documents Operator
and forwarding to the planner.
Documentation of the handover Operator, confirmation
planner.
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Definition of object under consideration, description of Planner, confirmation op-

interfaces erator

Description of security context, if this is not yet availa- Planner, confirmation by

ble, based on the information provided by the operator. operator

Carry out a risk and threat analysis Planner, confirmation by
the operator that the re-
sidual risks have been
noted and are accepted.

P7 Develop a defense in depth and the zone and conduit Planner, acceptance by
concept operator

Preparation of the detailed planning Planner, acceptance by
operator.

Planning the hardening of the system Planner, acceptance of
the procedure by the op-
erator

Documentation and results. This particularly involves Planner, acceptance and

the creation and provision of asset lists, network struc- check for completeness
ture plans and the configuration of firewalls, for exam- by the operator.

ple.

It should be noted that the work plan described in Table 3 is merely a basic framework that must be
adapted to the circumstances of the respective project.

4.5. Success factors for the OT security process of system
planners

There are several prerequisites that must be met for a successful and efficient planning process. The
main ones are:
e Clear description of the subject of the order.
e Description of all security-relevant activities in a task description/requirement specification and
commissioning of these services.
e Early and complete provision of all preliminary work / preliminary considerations by the client.
e Clear delineation of responsibilities between operator and planner.
e Confirmation of the work packages listed in Table 3.
e Security briefing of the commissioning personnel.
e Provision of a PC (preferably in a demilitarized zone) to receive the system project planning
from the system planner.
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5. The tasks of the system operator according
to IEC 62443

This chapter deals with the tasks of the system operator. In addition to the tasks already described in
Table 3. Regarding the provision of information and acceptance of work results, the operator must per-
form specific tasks during the operating phase and when decommissioning the system.

5.1. Relevant parts of the IEC 62443 standard for system
operators

The following parts of IEC 62443 are relevant to the work of the system operator as shown in Figure 2:

[IEC_62443-2-1] describes the processes that a plant operator must establish and maintain to ensure
the safe operation of the plant. The personnel responsible for operating the system are also included in
this consideration. The standard defines requirements for the establishment, implementation, mainte-
nance and continuous improvement of an IACS security program. The purpose of the security program
is to reduce IACS security risks to an acceptable level. These requirements in the standard are written to
be independent of implementation so that operators can choose the approaches best suited to their
needs. The document uses a risk-based approach; the requirements are designed to reduce existing se-
curity operational risks to an acceptable level. Essential requirements of the standard are e.g.:

e Qualification of personnel.

e Training of employees, contractors, subcontractors, consultants and suppliers with regard to
OT security.

e Security of the supply chain: Definition of requirements for service providers and suppliers.
e Identification and reduction of IT security risks.
e Establishment of processes to detect IT security anomalies.

e Use of components that have been developed in accordance with the secure development life
cycle (see [IEC_62443-4-1]).

e Regular verification and adaptation of the security program.

e Limitation and control of access to the automation system.

e Inventory of hardware and software components.

e Creation and maintenance of the system documentation (e.g. asset lists and network plans).

e Documenting the configuration information for all components and updating the documenta-
tion accordingly.

e Defining the network segmentation and monitoring its maintenance.

e Planning the system in such a way that it can continue to work (possibly with restrictions) even
if it is disconnected from the rest of the network.

e |dentification and authentication of devices that are connected to the network.

This list is only an excerpt from the standard. Other points are, for example, wireless networks, secure
remote access, component security (protection of interfaces), hardening of devices, mobile data carri-
ers, protection against malware, patch management (there is also a separate standard section
[IEC_TR_62443-2-3], predefined system states in the event of a fault, etc..
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It has already been pointed out in the chapter 3.1 that the OT security program can also be combined
with any existing security program in the company in accordance with ISO 27000. Details on this can be
found in [NIE2021], [NIE2024].

[IEC_62443-2-2] deals with a methodology for evaluating the protection of industrial automation sys-
tems. Here, organizational and technical measures are considered in parallel and evaluated in an overall
value, the so-called "Security Program Rating " (SPR ). The methodology is based on the fulfilment of
technical and organizational requirements that are defined in the relevant documents of the IEC 62443
series of standards.

The aim of this approach is to show that the security properties of a production facility are described
not only by the technical requirements, but also by the maturity level of the organization.

Maturity Level of execution of process security measures (p1) {p2)

Technical security measures implemented in

Process ML4 the automation solution
fﬁ;z;ﬁ;s 1 spro SPR1 SPR 2 SPR 3 SPR 4 Technical security measures using the
inherent security functions of the used
are executed roducts
repeatably ML3 4 + + + + p
| | | | | t2 | Compensating technical security
"""""""" T T E T T T T T T T T T T T T T T T T T TI T T T —
No assurance : . - - - Process security measures
about repeatable ML 2 . Y . .
SO T . m Process security measures associated with
process T SPR is not defined the technical security measures
security .
measures ML1 n2 Compensating
A | | | X | X process security measures
SLO SL1 SL2 SL3 SL4
t t t t i)
‘ Mapping of system security requirement |
1 1

1 L 1
Capability to fulfill the system security requirement

Process security measures (p1) (p2)

Technical security measures (t1) (t2)

IEr

Figure 8: Security Program Rating according to [IEC_62443-2-2]

Figure 8 shows an excerpt from [IEC_62443-2-2]. The possible security levels SL1 to SL4 are plotted on
the abscissa. These define the technical security properties of the implemented automation system (SL1
is the lowest value, SL4 the highest). The maturity levels ML1 to ML4 are shown on the ordinate. These
describe the maturity level of the system operator's organization (ML1 is the lowest level, ML4 the high-
est). After selecting a Security Level SL and a Maturity Level ML, the corresponding Security Program
Rating (SPR) can be read from the matrix. Both a high SL and a high ML are required for a high SPR. This
reinforces the statement that security can only be realized through a combination of technology and
processes.

The standard section [IEC_TR_62443-2-3] looks at patch management for automation systems. It deals
with the interaction between the manufacturer and operator regarding security patches. The standard
defines a status model for manufacturers and operators about the test and release status of patches. It
also defines a data format for the standardized and machine-readable exchange of information.

[IEC_62443-2-4]: This part of the standard deals with requirements and planning and maintenance ser-
vice providers and has already been described in chapter4.1.

The [IEC_62443-2-5]part is intended to provide implementation instructions. This part has not yet been
published.
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5.2. The tasks of the system operator in detail

Figure 9 provides an overview of the tasks of the system operator in the security process. A distinction
is made here between tasks that arise for a specific installation and continuous tasks that arise for the
entire site.

System q
ysten Planning + ) De-
specific . Operation N
tasks Commissioning commissioning
« Preliminary considerations * Event monitoring + Deletion of user accesses
- Definition of * Monitoring of security status + Deletion of certificates/
requirements * Receipt and analysis of private keys
« Coordination with security advisories
integrator * Patch Management
» Acceptance of detailed
security planning
Continuous Establishment and maintenance of information security management
tasks system (ISMS)
* Instruction and training of personnel
+ Supervision and instruction of service providers
* Regular testing and improvement of security measures
* Updating the inventory.

Figure 9: Tasks of the system operator

The system-specific tasks in the planning and commissioning phase were described in chapter 4.3.
Please refer to Table 3.

The operating phase begins with the handover of the system from the planner to the operator. It is as-
sumed that all necessary technical security precautions have been planned and put into operation. In
this case, the operator has the following tasks, for example:

e Monitoring the security events that occur and triggering an appropriate response. This can be
done, for example, as part of a Security Information and Event Management System (SIEM).

e Maintaining the system documentation in the event of changes, e.g. asset lists, network plans.

e Monitoring the security status of the system and reacting to events, e.g. through automated
evaluation of log information.

e Receipt and evaluation of security advisories from the control system manufacturer. Checking
whether hardware or software updates should be applied to the installed assets based on these
advisories. Carrying out a risk assessment regarding the installation time and, if necessary, de-
fining risk-minimizing alternative measures if patches cannot be installed promptly.

e Test the software updates regarding use in your own system. Planning of hardware and/or soft-
ware updates.

e Updating the risk and threat analysis at regular intervals, in the event of changes to the system
or known incidents.

During the decommissioning phase, the user access credentials used in the system must essentially be
deleted so that access to the components is no longer possible. Hard disks of servers and computers
should be deleted before scraping and the data carriers overwritten with random patterns. Any stored
certificates or private keys of the operator should be deleted before scraping. If this is not possible, the
module should be destroyed.
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In addition to these system-specific activities, the operator must also set up and operate an infor-
mation security management system (ISMS). This is a general and not a system-specific task. Reference
is made here to [IEC_62443-2-1], in which the necessary activities are documented in the form of require-
ments. An excerpt of the required activities was described in chapter 5.1.

5.3. Cooperation with the other responsible parties in the
OT security process

The interaction of the operator with the other responsible parties in the OT security process has already
been explained in chapter 4.3. Reference is made here to Figure 7 and the associated explanations.

5.4. Proposal for a procedure for implementing the
requirements for operators

It is proposed to proceed in accordance with the breakdown in Figure 9 and to manage the plant-spe-
cific parts and the continuous tasks in separate work packages. If a plant consists of several systems,
synergy effects can be used here. In any case, the appointment of an OT security officer is recom-
mended. Table 4 provides an overview of possible work packages. A distinction is made here between
the continuous, central tasks “Cx” and the system-specific tasks “Sx”. Table 4 lists basic activities that
must be adapted to the requirements of the respective operator.

Table 4: Work packages for the security process for operators

Step Task Responsible

C1 Set up an ISMS, preferably in coordination with the IT OT security officer
department. If already in place: Link to an existing com-

pany ISMS.

Training of employees: Training of employees, contrac- Person responsible for OT
tors, subcontractors, consultants and suppliers with re- security

gard to OT security.

Security of the supply chain : Definition of general re- Person responsible for OT
quirements for service providers and suppliers that are  security

not project-specific (applicable OT security docu-

ments).

Establishment of processes for detecting IT security OT security officer
anomalies e.g. through the central evaluation of log

data . Provision of such a system and connection of the

automation systems.

Creation of an OT security policy. Instruction of em- OT security officer
ployees and service providers. Compliance monitoring.

Creating a standardized company concept for remote OT security officer
maintenance of the systems. Clarification of the re-

quirements with the system managers. Standardized

implementation for as many systems as possible.

Creation of an emergency and restart plan for the com-  OT security officer
pany. Roll out the plan. Carry out emergency drills.

For systems that fall under the NIS2 directive: Createa  OT security officer
reporting system for reporting security-relevant inci-

dents.

Creation and implementation of a central backup con- OT security officer
cept for OT. Rolling out the concept and carrying out re-

store exercises.
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Supporting the planner in planning and commissioning  Person responsible for OT
regarding security aspects security

Monitoring compliance with the security guidelines for  Person responsible for OT
the plant. security

Responding to security events that are detected during Person responsible for OT
monitoring. For systems in the critical infrastructure security

(KRITIS ) or for systems that fall under the NIS2 di-

rective: Submit a report via the company's defined

channel.

Monitoring the security advisories of the control sys- OT security officer

tem and component manufacturers and deriving

measures for the system.

Receipt of software patches from system or compo- OT security officer

nent manufacturers. Checking the patches for suitabil-

ity and relevance. If necessary, planning and implemen-

tation of software updates

Updating the risk and threat analysis at regular inter- Person responsible for OT
vals, in the event of changes to the system or known in-  security

cidents

5.5. Success factors for the security process of plant
operators

There are a number of prerequisites that must be met for the successful and efficient operation of pro-
duction facilities. The main ones are:

¢ Management commitment to the need for IT and OT security in the company.

e Appointment of an OT security officer.

e Integration of the OT security officer(s) into the company's security process.

o Close exchange between those responsible for IT and OT security.

e Creation of an OT security guideline for the operation of production facilities.

e Integration of OT security requirements into the supply chain (manufacturers and system inte-
grators).

e Automated asset management.
e Require suppliers to provide machine-readable security advisories.
e Security training of personnel and service providers.

e Continuous monitoring and improvement of security processes according to a plan, do, check,
act approach.

The above list is only an excerpt of possible success factors.
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6. Summary

According to [IEC_62443-1-1], security is based on the components shown in Figure 10 .

Figure 10: The components of security [IEC_62443-1-1]

The message of Figure 10 is that OT security is not only achieved through technical measures such as
firewalls or network monitoring, but also through the associated processes. Network monitoring is only
useful to the company if the events that occur are evaluated and responded to appropriately and
promptly. This is only possible through the associated processes, which must be established and oper-
ated in a stable manner. It should be noted that the security processes follow a risk-based approach.
The aim is to reduce risk to an acceptable level, which results in an acceptable compromise between se-
curity, costs, operability and system availability, among other things. People are the third component in
achieving good OT security. A stable security process can only be achieved through regular training
(emergency drills, backup and restore exercises) and the specification of clear guidelines (what am | al-
lowed to do, what am I not allowed to do).
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