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1.  The evolution of system structures in the 
process industry

The process industry has for many years used system ar-
chitectures with fieldbus technology in combination with 
Ethernet on the upper layers. Figure 1 shows the system 
architecture of an automation system in the process in-
dustry.
The sensors and actuators are connected to a remote I/O 
system via a 4 … 20 mA current loop, usually with additio nal 
HART functionality. The remote I/O and other I/O devices, 
like frequency converters, are connected to the controller 
via a fieldbus, like PROFIBUS DP. In some plants, a gateway, 
e.g. a DP/PA coupler, connects the Fieldbus to a Sensor-/
Actuator Bus, such as PROFIBUS PA / Foundation Fieldbus 
H1. The controller is connected to the operator consoles. 
In many cases the system bus is Ethernet-based and runs 
either a standardized protocol like PROFINET, Ethernet/IP 
or a control system specific protocol. Additional servers are 
often placed between the controllers and the operator con-
soles. In order to simplify the description, these servers are 
not shown in Figure 1.

A security appliance connects the control system com-
ponents on the system bus with the supervisory level 
represented by the company network. In many cases an 
additional server is used, e.g. an OPC UA Server. The secu-
rity appliance (e.g. a multi-port firewall) can be used in 
such a way, that the server resides in a so-called demili-
tarized zone (DMZ). The system consists of four networks 
(company network, system bus, fieldbus, sensor / actuator 
bus), arranged in a hierarchy.
The field devices, described in the previous section, provide 
the measurement value and allow digital communi cation, 
e.g. for configuration or diagnosis purposes. HART and 
PROFIBUS PA lack communication speed and are therefore 
less suited for future applications that require higher band-
widths for asset management, energy management, firm-
ware updates, system backups, etc.
To resolve this deficiency, the use of Ethernet for a sensor/
actuator connection could be considered. The standard 
IEEE 802.3cg [1] specifies a two wire Ethernet that provides 
power and sufficient bandwidth and that is intended for 
the connection of sensors, actuators and other devices. 
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The Ethernet-APL-Group enhanced this standard with a port 
profile specification [2] that allows the use of the two-wire 
Ethernet also in rugged environments and in zones with 
potentially explosive atmosphere at a full duplex commu-
nication speed of 10 Mbit/s. The result is called Advanced 
Physical Layer for Ethernet: Ethernet-APL [3]. Detailed infor-
mation about the use of Ethernet-APL can be found in [4]. 
Ethernet-APL is a physical layer for Ethernet that makes it 
possible to directly connect sensors and actuators to an 
Ethernet-based network. Possible system structures and the 
allocation to Ex-zones are shown in [4]. The Ethernet-APL 

can be combined with a safety profile like PROFIsafe [5]. A 
short summary is given in [6].
In the context of this paper, it is assumed that the APL field 
devices are connected to a unified network that combines 
100 Mbit/s Industrial Ethernet with Ethernet-APL running 
with a data rate of 10 Mbit/s as shown in Figure 2.
It can be seen that the layered network approach described 
in Figure 1 has been replaced by a flat, unified network, as 
shown in Figure 2. The flat unified network based on Ether-
net has several advantages but some disadvantages com-
pared to the hierarchical topology. Table 1 compares the 
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Figure 1: System architecture with Fieldbus, Remote 
I/O and Sensor- / Acutator Bus
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Figure 1: System architecture with Fieldbus, Remote I/O and Sensor-/ 
Actuator Bus.

Table 1: Comparison of system topologies.

Feature Hierarchical topology based 
on different busses with 
HART

Hierarchical topology based 
on different busses 

Flat topology with Ethernet-
APL and Industrial Ethernet 
protocol. 

Variety of communication 
technologies

Ethernet with Fast Ethernet 
physical layer, PROFIBUS DP, 
HART-Protocol

Ethernet with Fast Ethernet 
physical layer, PROFIBUS DP, 
PROFIBUS PA

Ethernet-APL and Fast-Ethernet 
physical layers

Training effort for  
personnel

Knowledge for all communica-
tion technologies listed above 
needed

Knowledge for all communi-
cation technologies listed 
above needed

Only knowledge for Ethernet 
needed

Communication of 
diagnostic data from the 
device to an asset  
management system 
(AMS)

Must pass the different layers 
of the system. Communication. 
functionalities in remote I/O 
and controller needed to pass 
through the HART diagnostic 
data to the AMS.

Must pass the different layers 
of the system. Communication 
functionalities in controller 
needed to pass through the 
PROFIBUS PA diagnostic data 
to the AMS.

Direct communication  
between field device and AMS 
possible. Communication via 
PROFINET, EtherNet/IP or OPC 
UA possible.

Communication of  
measurement values

Via 4 … 20 mA current loop to 
the Remote IO. Then via PROFI-
BUS DP to the Controller

Via PROFIBUS PA to the DP/PA 
Gateway. Then via PROFIBUS 
DP to the controller

Via Ethernet and protocol like 
PROFINET or EtherNet/IP to 
the controller

Accuracy of measure-
ment value transmission

Analog transmission via current 
loop

Digital transmission Digital transmission

Available data rate to 
download a parameter- 
set to a field device

1,2 kbit/s 31,25 kbit/s 10 000 kbit/s = 10 Mbit/s

Communication mode Half duplex Half duplex Full duplex

Complexity, to access 
to the device for a cyber 
attacker

High Medium Low

Figure 2: System structure with Ethernet-APL field devices.
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connection of the field devices with current loop and HART, 
PROFIBUS PA and Ethernet-APL.
It can be seen that the Ethernet-APL Topology yields a num-
ber of advantages: Unified network, high data rates and easy 
transmission of diagnostic data to an asset management 
system. But with respect to cyber security, the flat network 
architecture has a disadvantage: The Ethernet-APL field 
devices can be attacked more easily by an intruder. The 
following section will address this issue in detail.

2.  The exposition of field devices today and 
tomorrow

The typical security context of a field device is defined as 
follows: The plant is protected by a perimeter, like fences or 
walls. Physical access to the device is only possible for the 
personnel working in the plant and for external service pro-
viders, like commissioning or maintenance personnel. The 
field device is either connected to the Remote I/O, the Field-
bus (PROFIBUS PA) or the Ethernet network. The Ethernet 
network is separated from the office network with a security 
appliance, like a firewall. The field device has no direct con-
nection to the internet.
In general, a field device is exposed to cyber-attacks via 
various interfaces. This can be a local display in combina-
tion with local buttons, Bluetooth, Wireless HART, handheld 
using wired HART, the current loop, the fieldbus or the Ether-
net-APL connection. A detailed risk analysis for a field device 
that covers all the channels described is available in [7]. This 
paper will focus on the current loop / HART, the Fieldbus and 
the Ethernet-APL connection.
The exposition of a field device needs to be set into the con-
text of possible attackers, or attack types and attack loca-
tions. For this paper three different locations of attackers 
will be considered:

 » A1: Attacker operating in the office network who con-
quers the security appliance and is able to communicate 
on the Ethernet network in the OT domain (System bus 
or unified network according Figure 1 and Figure 2).

 » A2: Local attacker (inside offender) who has access to the 
Ethernet network in the OT domain (System bus or uni-
fied network according Figure 1 and Figure 2).

 » A3: Local attacker (inside offender) who has access to the 
fieldbuses like PROFIBUS DP, PROFIBUS PA or to the cur-
rent loop with HART and who is able to manipulate the 
data transmission on these systems.

In addition to the attacker location, two types of attack will 
be considered. One is a denial of service attack. This pre-
vents authorized access to resources or delays time-critical 
operations [8]. This attack type leaves the plant inoperable 
(shutdown) but does not lead to a situation where manipu-
lated IO values might be transferred. This attack type affects 
the protection goal “availability”. The second attack type in-
volves the manipulation of IO values. This would lead to a 
situation where the controller reads manipulated, falsified 
input values, but the attack does not immediately stop the 
plant, as in the first case. This attack affects the protection 
goal “integrity”. The following sections will focus on this 
aspect.
Figure 3 shows 3 different system topologies and possible 
locations where the field device could be attacked.
Case  describes a Control System with PROFIBUS DP, a 
Remote IO and a field device that is connected via 4 … 20 mA 
current loop with HART-protocol. The attackers A1.1, A2.1 
and A3.1 reside in the IT domain. Attacking the field device 
involves the following steps: The attackers A1.1, A2.1 or A3.1 
must overcome or bypass the firewall. Then the controller 
must be manipulated so that commands are issued to the 
remote IO via PROFIBUS DP that generate false HART com-
mands in the Remote IO, e.g. to change the measurement 
range of the field device. The attackers A1.2, A2.2 and A3.2 
do not need to overcome the security appliance, the rest of 
the attack is as previously described. It can be seen that the 
described attack targets the controller in order to manipu-
late the field device, but it is not possible to directly attack 
the device itself, as controller and Remote IO are between 
the attacker and the device attacked.
The attackers A1.3 and A2.3 could attack the PROFIBUS and, 
for example, insert falsified commands to the Remote IO that 
issue false HART commands to the field device. In [9] the 
author describes multiple attack vectors for PROFIBUS DP 
that apply to PROFIBUS PA as well. Attacker A1.4 could hook 
up to the current loop and insert false HART commands to 
the device or even put a resistor in parallel to the device in 
order to falsify the measurement value. Further attack vec-
tors for HART are described in [10].
Case  describes a Control System with PROFIBUS DP and 
PROFIBUS PA or Foundation Fieldbus H1. The attack vectors 
for the attackers A2.1, A2.2 and A2.3 are close to case . In-
stead of falsified HART commands, falsified PROFIBUS PA 
commands need to be used, e.g. for device configuration. 
The attacker A2.4 can hook up to the PROFIBUS PA and 
directly block or falsify the PROFIBUS PA communication.
Case  represents an automation system that connects the 
field devices via Ethernet, as Ethernet-APL does. Network 
switches like Ethernet-APL power switches and APL field 
switches are transparent to the communication and are not 
shown in Figure 3. This topology is the easiest one, from the 
attackers’ point of view. After getting access to the network, 
the field device can be directly identified and attacked, as it 

Figure 3: PKI setup in distributed control system.
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Figure 3: Possible Attack paths
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No. Security concepts and  
recommendations

Explanation

1 Information Security Manage-
ment System (ISMS)

An ISMS is the elementary component of a successful implementation of cyber security 
measures in a process plant and the organization itself. Ideally, the ISMS should be imple-
mented in accordance with IEC 62443-2-1 [21]. Alternatively, it can also be set up accor-
ding to ISO 27001 [22]. A comparison of the two approaches can be found in [23].

2 Defense in Depth In principle, it is not recommended to meet the security target with just one protective 
measure. For this reason, the Defense in Depth approach describes the preference for 
coordinated protective measures through different security layers in a plant [24]. For 
further information refer also to [25].

3 Zoning of the plant It is recommended to divide the process plant into zones with different security target 
levels. This ensures that each zone of the plant receives the optimum level of security 
measures [21].

4 Vertical and horizontal  
segmentation

Zones should be segmented vertically and horizontally. Thus, on the one hand, an 
attack from the outside is made more difficult (vertical zoning) and at the same time an 
attack in the case of a compromise on other plant parts can be prevented (horizontal 
zoning) [21].

5 Zone boundary protection The zone boundaries of a plant should be protected by appropriate protective measures. 
This can be done by using security appliances, such as firewalls. When protecting the 
zone boundaries, the physical access protection of humans should also be considered 
[21].

6 Protection of communication 
of field devices and controller

The communication in a zone should be secured by cryptographic methods (integrity 
and authenticity) [26].

7 Unique proof of identity and 
authentication of devices in a 
zone

Devices should be capable to identify themselves in a zone using cryptographic  
methods [27].

8 Use of secure field devices The components should be developed according to the Secure Development Lifecycle 
as per 62443-4-1 [27] and meet the requirements of 62443-4-2 [20].

is part of the PROFINET HART-IP or EtherNet/IP communica-
tion. Sample attacks to a PROFINET device are for example 
described in [11] and [12].
At first glance, case  appears to be the most problematic 
if no protective measures are applied, as the attackers A3.1 
and A3.2 get direct access to the device, without any other 
devices in between and without any change in transmission 
media and transmission protocol. However, if the commu-
nication to the field device is protected by cryptographic 
means, the attack is considered more complex compared 
to case  and . Today, the Standards Developing Organi-
zations (SDOs) already provide or are working on a secure 
communication for PROFINET [13, 14], EtherNet/IP [15, 16] 
or OPC UA [17, 18].
The conclusion of this section can be summarized as follows:

 » PROFIBUS DP, PROFIBUS PA and HART can be attacked 
without major effort. Possible attacks are known and 
documented.

 » It is unlikely that HART, PROFIBUS DP or PROFIBUS PA 
will be upgraded with security functions in the future.

 » The only way for secure communication of IO values from 
the field to the controller is the use of an Ethernet-based 
protocol in combination with the protocols that support 

security mechanisms for the protocols used to connect 
the field devices to the systems.

The outcome is that Ethernet-APL field devices need to sup-
port the security functions of the relevant communication 
protocol (e.g. PROFINET, EtherNet/IP and/or OPC UA). Pre-
cautions needs to be considered with respect to computing 
power, memory size and if necessary, provision of a secure 
element (e.g. a Trusted Platform Module or similar) . Denial 
of service attacks must be taken into account to a certain 
extent, even though the assumption is that the devices are 
not directly connected to the internet and operate in a pro-
tected environment.
The next section will show in detail the security require-
ments for an Ethernet-APL field device. 

3.  OT security requirements for Ethernet-APL 
field devices

For the security requirements definition of Ethernet-APL 
field devices, the design and protection mechanisms of a 
process plant with Ethernet-APL fundamental concepts 
according to IEC 62443-1-1 [19] should be considered.
This step is important, since many component requirements 
(CRs) and requirement enhancements (REs) of the IEC 62443-
4-2 [20] contribute to the fulfilment of the requirements from 

Table 2: Security concepts and recommendations and references to further information.
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the concepts mentioned in IEC 62443-1-1 [19]. An excerpt of 
concepts and recommendations for a secure process plant 
is shown in Table 2.
An Ethernet-APL field device should be developed accor-
ding to the Secure Development Lifecycle as per 62443-4-1 
[27]. This ensures that R&D implements the security re-
quirements appropriate to the intended use of the device. 
Examples of successful execution of the process include a 
Threat Analysis and Requirements Management, a Defense 
in Depth strategy, Secure Coding Conventions, Security 
Feature Documentation. 
The examples given in Table 3 are a selection of potential 
threats and protective measures that are necessary for a 
secure Ethernet-APL field device. Table 3 lists the most im-
portant requirements. In order to be able to counter further 
threats in an Ethernet-APL process plant, additional protec-
tive measures are necessary.

4. Secure communication in the OT domain
As described in Section 3, secure communication in the OT 
environment is one of the central components of a security 
concept for an Ethernet-APL system. The combination of the 
use of Industrial Ethernet security concepts, as well as the 
implementation of a topology analogous to the NOA secu-
rity concept (Second Channel), promises to solve many OT 
security challenges [28, 29].
The following section will go into more detail about how to 
secure the communications of a process plant. The Stan-
dards Developing Organizations, such as PI, ODVA and OPC 
Foundation, use a secured communications protocol in 
combination with a Public Key Infrastructure (PKI).
This enables:

 » Safeguarding of the integrity and authenticity of the 
communications. It is ensured that the data sent to 

Table 3: Examples for potential threats and associated protective measures.

No. Potential threats Potential protective measures Reference. to IEC 
62443-4-2 [20]

1 Attacker modifies network  
communication data

Communication integrity and authenticity – Integrity and 
authenticity of the network communication between Ether-
net-APL field devices -should be secured by crypto graphic 
methods. This can be achieved by a secure protocol in combi-
nation with a Public Key Infrastructure (PKI) as described in 
section 4.

CR 3.1/  
CR 3.1 RE (1)

2 Attacker participates in  
network communication  
without authenti cation

Authentication of the devices – 
Ethernet-APL field devices and other components must be 
able to authenticate each other. This can be achieved by a  
secure protocol in combination with a Public Key Infrastructure 
in the plant. (see section 4)

CR 1.8

3 Attacker impersonates APL Field 
Device

The Ethernet-APL field device must be able to prove the  
genuity of hardware and firmware. This can be done by means 
of cryptographic hashes [20].

EDR 3.12

4 Attacker manipulates firmware of 
the device

The integrity and authenticity of the boot process is a crucial 
feature to ensure that the device firmware has not been tam-
pered by an attacker. For this reason, the Ethernet-APL field 
device shall perform authenticity checks during the boot pro-
cess to ensure that the device does not boot into an insecure 
or tampered state.

EDR 3.14 
EDR 3.14 RE(1)

5 Attacker manipulates firmware 
through update

The Ethernet-APL field device is able to be updated and only 
accepts signed firmware from the manufacturer.

EDR 3.10  
EDR 3.10 RE (1)

6 Attacker gains access to sensitive 
data (such as credentials and 
authenticators) of Ethernet-APL 
devices

Confidentiality of critical data:
The Ethernet-APL field device protects data that is crucial for 
the secure operation of the plant.

CR 4.1

7 Attacker performs a DoS attack 
on the network

The APL field device protects itself against DoS attacks in order 
to maintain the essential functionality of the device. This can be 
done, for example, by dropping data packets reaching the device 
that are not relevant for the essential function of the device.

CR 7.1

8 Special requirements for Ether-
net-APL field devices, such as 
long product life and resource 
constraints

The device design should consider that Ethernet-APL field 
devices sometimes have very long product lifetimes. An appro-
priate level of protection of the cryptographic algorithms used 
should also be considered, as well as the special requirements 
for resource-constrained devices [26].

---
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a communication peer has not been modified during 
transmission and was also originated from a trusted 
communication partner.

 » Authentication of devices in the network: The Ether-
net-APL field devices in the network communicate only 
with trusted communication peers.

 » Encryption for certain use cases, like configuration data: 
Some of the communications between components are 
encrypted. This function makes it impossible for attack-
ers to understand the recorded communication in the 
network. This supports the confidentiality aspect, e.g. 
for production recipes.

A Public Key Infrastructure (PKI) is a system that secures the 
communications of Ethernet-APL field devices and other 
components by issuing, distributing, validating and possibly 
revoking digital certificates.
A digital certificate is a digital data record that is structured 
according to standards such as X.509 [30]. By using digital 
certificates, it is possible to assign a cryptographic iden-
tity to the Ethernet-APL field device, which can be used to 
identify a device in the PKI system and during connection 
establish ment. Likewise, communications originating from 
the device can be authenticated by other PKI participants.
A certificate authority (CA) provides a root certificate and 
signs the sub-CAs signature requests, so that hierarchical 
trust can be established. The sub-CAs take over the manage-
ment of the certificates in the various plant sections. De-
pending on the size of the plant, it may also make sense to 
introduce sub-CAs in process plants in order to simplify the 
management of the private keys of the sub-CAs. If a certifi-
cate is compromised prior to the end of its lifetime, it can be 
revoked by means of a Certificate Revocation List (CRL) in 
the PKI system [31].
Figure 4 shows a possible PKI setup for a company with a 
distributed plant setting. The Root Certification Authority 
(Root CA) provides the root of trust for the certificates of the 
company. Plant sites can then setup their sub-CA in order 
to provide certificates for that site. All components of the 
system then receive certificates from that sub-CA as a root 
of trust for the establishment of a secure communication. A 
proposal and detailed description of a PKI for use in the 
decentralized automation systems can be found in [32].
Once the PKI has been set up as shown in Figure 4 and the 
digital certificates have been distributed to the Ethernet-APL 
field devices and all other components, they can authenti-
cate each other.
The mutual authentication mechanism takes place during 
the startup of the communication by sending the respec-
tive public key (part of the certificate) to the communication 
partner, as shown in Figure 5.
The communication partner can use the public key to verify 
the signed or encrypted data sent by the communication 
partner. Based on the secure communications established 
using the asymmetric keys, the devices can then switch to 
a communication based on symmetric keys, which require 

less computation effort. For PROFINET, an overview of the 
secure communication is described in [33]. The correspon-
ding updated PROFINET specifications [34, 35] are currently 
under review. For EtherNet/IP [36] [16] and OPC UA [17], 
specifications concerning secure communications are 
already available. 
In order to integrate APL field devices into the communi-
cations in a secure manner, they need to support a secured 
communication protocol, such as PROFINET, EtherNet/IP or 
OPC UA. All three protocols support or will support a secure 
communication, as previously described. 

5. Summary and outlook
The paper showed that Ethernet-APL Field devices are sub-
ject to potential attacks. The flat network structure offers 
attackers relatively easy access to the devices, as they are 
directly connected to the plant network. Therefore secure 
communications will be needed for Ethernet-APL devices. 
The security requirements for automation components, as 
described in the IEC 62443-4-2 [20] also apply for APL devices. 
They need to be treated in the same manner as Controllers or 
Remote I/Os. By using a secure communication protocol, as 
outlined in [33], it is possible for the first time to protect the 
integrity and authenticity of sensor values from the sensor 
to the controller, which is currently not possible with HART 
or PROFIBUS PA. In addition to the secure communications, 
a defense in depth concept should be used to protect the 
plant area against attacks from the outside. Manufacturers 
of Ethernet-APL field devices should plan the future integra-
tion of a security layer and should reserve sufficient resources  
in their devices (memory, computing power, possibly a  
secure element like a Trusted Platform Module or similar).

Figure 4: PKI setup in Distributed Control System

Figure 5: Public key exchange.
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Figure 4: PKI Setup in Distributed Control System
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Figure 5: Communication establishment
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